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Abstract

This research presents a systematic investigation into enhancing the security and ro-
bustness of federated learning systems through a multi-layered defense framework.
The study addresses the critical challenge of protecting distributed learning environ-
ments from adversarial attacks while maintaining model performance and client pri-
vacy. Through extensive experimentation utilizing both MNIST and Fashion-MNIST
datasets, this research implements and analyzes various defense mechanisms against
Projected Gradient Descent (PGD) attacks in a federated learning environment com-
prising ten distributed clients.

The investigation follows a structured four-phase methodology: Phase 1 establishes
baseline performance metrics; Phase 2 examines attack scenarios across three contexts
(training-phase attacks, testing-phase attacks, and combined attacks); Phase 3 evalu-
ates four combinations of defense mechanisms: (a) Gaussian Filtering with DFT, Ad-
versarial Training, and Differential Privacy, (b) Gaussian Filtering with DFT, JPEG
Compression, and Randomized Smoothing, (¢) Gaussian Filtering with DFT, Differ-
ential Privacy, and Adversarial Logit Pairing, and (d) Gaussian Filtering with DFT,
Ensemble Defenses, and Adversarial Training.

The experimental results demonstrate that the proposed ensemble defense mech-
anism (Phase 3.D) achieves superior performance, maintaining 98.21% accuracy and
an F1 score of 0.9821 under attack conditions, compared to the baseline accuracy of
90.87%. The research reveals distinct vulnerability patterns between MNIST and
Fashion-MNIST datasets, with Fashion-MNIST showing accuracy variations from
79.55% to 83.14% across different defense implementations.

Keywords: Federated Learning, Adversarial Defense, PGD Attacks, Machine Learn-

ing Security, Deep Learning, Ensemble Defense Mechanisms
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Chapter 1

Introduction

1.1 Overview

Machine learning models have exhibited exceptional performance in a wide range of
applications, including image classification and natural language processing. How-
ever, the traditional centralized paradigm for training these models often encounters
significant challenges, particularly in terms of data privacy, computational resource
demands, and scalability. Federated learning has emerged as a promising alternative,
enabling decentralized model training across multiple clients while ensuring that sen-
sitive data remains localized. This approach not only mitigates privacy concerns but
also enhances the efficient utilization of computational resources across the partici-
pating entities (McMahan et al., 2017).

Despite its advantages, the decentralized nature of federated learning introduces
new vulnerabilities to adversarial attacks, especially during the model training phase.
The Projected Gradient Descent (PGD) attack, in particular, poses a formidable
threat, as it can substantially degrade model performance by introducing carefully
designed perturbations to the training data (Madry et al., 2018). Such attacks are
not merely of theoretical interest; in practical applications, compromised models could
result in severe repercussions for critical decision-making systems (Bagdasaryan et al.,
2020).

For our research, we utilize the MNIST Fashion and MNIST Digit datasets, which
provide an ideal testbed for investigating the resilience of federated learning systems
against adversarial attacks, given their wide applicability and structured features. By
simulating a scenario with distributed clients where a subset is infected with malicious
data, we can study both the impact of PGD attacks and the effectiveness of various
defense strategies in maintaining model performance.

Recent advances in defense mechanisms against adversarial attacks have shown

promise in improving model robustness. These techniques include strategies such as
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Gaussian Filtering, Discrete Fourier Transform, JPEG Compression, and various en-
semble approaches. Understanding how these defenses perform in a federated learning
context, particularly when combined in different configurations, is crucial for devel-
oping more resilient distributed learning systems (Anderson, Miller and Thompson,
2024).

Our project systematically explores these challenges through distinct phases: es-
tablishing a baseline federated learning environment, testing various attack scenarios,
and comprehensive evaluation of defense mechanisms. This structured approach al-
lows us to not only understand the impact of PGD attacks but also assess the effec-

tiveness of different defense combinations in preserving model performance.

1.2 Previous Work and Research Context

Several research efforts have explored the intersection of federated learning and adver-
sarial attacks. Notable work by Smith et al. (2022) demonstrated the vulnerability
of federated systems to PGD attacks, while Jones and Kumar (2023) proposed ini-
tial defensive strategies using Gaussian filtering. However, these approaches typically
focused on single defense mechanisms, leaving room for exploration of combined de-
fensive strategies.

Recent work by Chen et al. (2023) introduced the concept of layered defenses in
federated learning, showing promising results with dual-defense mechanisms. Building
upon this foundation, our research proposes novel combinations of multiple defense
strategies, specifically designed to counter PGD attacks while maintaining model per-
formance. We introduce unique configurations of defense mechanisms, combining
traditional approaches with advanced techniques in ways not previously explored in

the literature.

1.3 Research Innovation and Implementation Ap-

proach

Our work innovates through the systematic combination and staging of defense mecha-
nisms. Unlike previous approaches that typically employed single or dual defenses, we
investigate the effectiveness of various defense combinations implemented in specific
sequences. This staged approach allows us to identify which combinations provide
optimal protection against PGD attacks while minimizing impact on model perfor-
mance.

The implementation follows a progressive staging strategy, where we first estab-

lish baseline performance, then introduce attacks, and finally apply different defense
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combinations. This approach allows us to clearly identify the most effective defense
configurations and their impact on model performance. We particularly focus on
novel combinations of Gaussian Filtering, Discrete Fourier Transform, JPEG Com-
pression, and Adversarial Training, arranged in different configurations to maximize

their collective effectiveness.

1.4 Problem Background

The challenge of securing federated learning systems against adversarial attacks rep-
resents a complex interplay between model performance, system security, and compu-
tational efficiency. Current research has demonstrated that while individual defense
mechanisms show promise, they often fall short when confronting sophisticated PGD
attacks in federated environments. This limitation stems from the unique character-
istics of distributed learning systems, where attacks can target both local training

processes and global model aggregation (Johnson, Lee and Brown, 2024).

1.4.1 Existing Solutions and Their Limitations

Traditional approaches to protecting federated learning systems have relied primarily
on basic model averaging and simple client selection strategies. While these methods
provide some protection against basic attacks, they prove insufficient against coordi-
nated PGD attacks. Current validation approaches struggle to maintain a balance
between attack detection and client privacy preservation (Li, Sahu, and Smith, 2023;
Park, Kim, and Lee, 2023; Johnson, Lee, and Brown, 2024). The field has seen some
advancement with techniques like basic Gaussian filtering and elementary adversar-
ial training, but these solutions often operate in isolation, limiting their effectiveness
against sophisticated attacks (Kumar, Patel, and Singh, 2023; Madry et al., 2018).

Advanced defense strategies have emerged in recent years, including combinations
of filtering techniques and privacy-preserving methods. However, these approaches of-
ten focus on specific aspects of defense while leaving others vulnerable. For instance,
current implementations of Gaussian filtering combined with DFT show promise in
filtering adversarial perturbations but may significantly impact model accuracy. Sim-
ilarly, while differential privacy offers theoretical guarantees, its practical implemen-
tation in federated settings often results in substantial performance degradation (Liu,
Chen, and Yang, 2024).

1.4.2 Research Hypothesis

Our research posits that the key to effective defense against PGD attacks lies in the

strategic combination and sequencing of multiple defense mechanisms. We propose
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that by carefully orchestrating different defense techniques in specific configurations,
we can achieve robust protection while maintaining model performance. This hy-
pothesis builds upon observed patterns in existing research while introducing novel

combinations and implementation strategies.

1.5 Research Aim and Objectives

The primary aim of this research is to develop and validate an enhanced defense
framework for federated learning systems facing Adversarial Attacks. This frame-
work integrates multiple defense mechanisms in innovative combinations, focusing on
maintaining model performance while providing robust protection. Our approach ex-
tends beyond current solutions by introducing staged defense implementations and

analyzing their synergistic effects.

Our research objectives encompass several key areas. First, we establish a compre-
hensive baseline environment for federated learning, implementing distributed training
across multiple clients. Second, we analyze Adversarial attack impacts during various
phases of the federated learning process. Third, we implement and evaluate novel
combinations of defense mechanisms, focusing on their interactions and collective ef-
fectiveness. Finally, we assess these strategies through rigorous performance analysis

and comparative evaluation.

1.6 Research Scope

This research focuses specifically on the intersection of federated learning and PGD
attacks, with particular emphasis on defense mechanism combinations. We concen-
trate on developing and evaluating multiple defense configurations, analyzing their
effectiveness in preserving model performance under attack conditions. The scope en-
compasses implementation of various defense mechanisms, performance analysis using

standard metrics, and evaluation of system overhead for different configurations.

While our research maintains a focused scope on PGD attacks and specific de-
fense combinations, it acknowledges but does not address certain related areas. These
include broader cybersecurity concerns, optimization of network communication pro-
tocols, and general privacy implications beyond those directly related to PGD attacks.
This focused approach allows for deeper investigation of our core research questions

while maintaining practical feasibility.
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1.7 Methodology Overview

Our methodology adopts a systematic approach to evaluating and enhancing feder-
ated learning security. The research process begins with establishing a robust feder-
ated learning environment, followed by implementing sophisticated PGD attacks. We
then progress to evaluating various defense combinations through a series of carefully
designed experiments.

The implementation of defense mechanisms follows a staged approach, where differ-
ent combinations are tested in sequence. This includes novel configurations of Gaus-
sian Filtering, DFT, JPEG Compression, and Adversarial Training, among others.
Each configuration is evaluated for its effectiveness in maintaining model performance

while providing protection against PGD attacks.

1.8 Research Contribution

This research makes significant contributions to the field of secure federated learning
through several key innovations. We introduce novel combinations of defense mecha-
nisms, providing empirical evidence of their effectiveness against PGD attacks. Our
work extends current understanding of how different defense mechanisms interact and
complement each other in federated settings.

The practical implications of this research are substantial, offering concrete guide-
lines for implementing robust defense strategies in real-world federated learning sys-
tems. Our findings provide insights into optimal defense configurations for different
scenarios, considering factors such as model performance requirements and computa-

tional constraints.

1.9 Novel Defense Configurations and Attack Sce-

narios

Our research introduces unique combinations of defense mechanisms to counter PGD
attacks in federated learning environments. While previous work has explored var-
ious individual defense techniques and some combinations, our specific defense con-
figurations are novel in their composition and application to federated learning. In
particular, our four proposed combinations:

The first configuration uniquely combines Gaussian Filtering and DFT with Ad-
versarial Training and Differential Privacy - a combination not previously explored in
federated settings. The second introduces a novel integration of JPEG Compression

and Randomized Smoothing alongside baseline defenses. The third presents the first
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application of Differential Privacy with Adversarial Logit Pairing in federated learn-
ing, while the fourth pioneers the use of ensemble defenses with adversarial training
in this context.

These defense combinations are systematically evaluated across three distinct at-
tack scenarios: attacks during the training phase, during the testing phase, and during
both phases simultaneously. This comprehensive approach to attack simulation pro-
vides deeper insights into system vulnerabilities and defense effectiveness at different
stages of the federated learning process. By implementing attacks in these various sce-
narios, we can better understand how these novel defense combinations perform under
specific types of threats, leading to more robust and adaptable protection strategies

in federated learning environments.

1.10 Ethics Consideration

This research adheres to ethical guidelines in machine learning research, focusing on
improving system security while maintaining data privacy. The project has received
appropriate ethical approval (ETH2425-3177) and follows established principles for

responsible Al research and development.
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Chapter 2

Literature Review

2.0.1 Evolution of Federated Learning and Security Chal-

lenges

Federated Learning (FL) has emerged as a transformative paradigm in distributed
machine learning, fundamentally reshaping how organizations approach collaborative
model training while preserving data privacy. The seminal work by McMahan et al.
(2016) introduced the FedAvg algorithm, establishing the foundational framework for
federated learning by enabling multiple clients to train models locally while aggregat-
ing their updates centrally without sharing raw data. This breakthrough approach
has since become the cornerstone of privacy-preserving distributed learning systems,

spawning numerous variations and improvements.

The evolution of FL systems has been marked by increasing complexity and
widespread adoption across industries. However, this growth has been accompanied
by emerging security vulnerabilities that malicious actors can exploit. Li et al. (2020)
conducted a comprehensive analysis of FL challenges, revealing that while FL ef-
fectively preserves data privacy, it introduces new attack surfaces during the model
update process. Their research emphasized that the decentralized nature of FL, while
advantageous for privacy preservation, creates unique opportunities for adversarial

manipulation.

The fundamental challenge in FL security lies in the inherent tension between
privacy preservation and system security. Recent work by Anderson et al. (2023)
demonstrated that traditional security measures often compromise the privacy guar-
antees that make FL attractive. Their research showed that implementing robust
security measures without compromising privacy requires careful consideration of the
trade-offs between model performance, privacy preservation, and security enhance-

ment.

XVviil



2.0.2 Adversarial Attacks in Federated Learning

The vulnerability of FL systems to adversarial attacks has become a critical concern
in recent years. Bagdasaryan et al. (2020) demonstrated how model poisoning attacks
could significantly impact the global model’s performance, showing that even a single
malicious client could potentially compromise the entire federation’s learning process
through carefully crafted adversarial updates. Their work revealed that traditional
defense mechanisms often fail to detect sophisticated poisoning attempts that maintain
apparent model performance while harboring malicious behaviors.

Particularly concerning are backdoor attacks, where malicious clients introduce
subtle patterns that trigger misclassification in specific scenarios. Xie et al. (2019)
demonstrated that these attacks could be especially difficult to detect because they
maintain good performance on the main task while harboring hidden malicious be-
haviors. Their research identified several critical attack vectors, including:

Model poisoning attacks, where adversaries manipulate model updates to inject
malicious behavior Data poisoning attacks, involving the manipulation of training data
to influence model behavior Byzantine attacks, where multiple compromised clients
coordinate to maximize damage to the global model Label flipping attacks, which
involve systematic misclassification of training data

Recent research by Kumar et al. (2023) has shown that these attacks can be
particularly devastating in FL systems due to the limited visibility into client training
data and processes. Their analysis of real-world FL. implementations revealed that
traditional security measures often fail to detect sophisticated attacks that leverage

the distributed nature of FL systems.

2.0.3 Defense Mechanisms and Their Evolution

The development of defense mechanisms against adversarial attacks in FL has followed
a sophisticated evolutionary path, marked by increasingly complex and multi-layered
approaches. The initial work by Sun et al. (2019) introduced Byzantine-robust aggre-
gation techniques that could identify and filter out suspicious model updates. How-
ever, these early methods often struggled with the delicate balance between security
and model performance, frequently sacrificing one for the other.

More sophisticated defense mechanisms have emerged, incorporating multiple lay-
ers of protection. Zhang et al. (2021) proposed a groundbreaking combination of
input preprocessing and model hardening techniques. Their work demonstrated that
a multi-layered defense approach could significantly improve robustness against var-
ious types of attacks while maintaining model utility. The research achieved a 78%

reduction in successful attack rates while maintaining model accuracy within 2
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2.0.4 Advanced Defense Techniques
Gaussian Filtering and Fourier Transform Defenses

Recent advances in defense mechanisms have shown remarkable results in combining
frequency domain analysis with traditional defense techniques. Aladwan et al. (2023)
demonstrated the effectiveness of using Gaussian filtering in conjunction with Fourier
transform analysis to detect and mitigate adversarial perturbations. Their compre-
hensive study showed that these techniques could effectively preserve the essential

features of the input while removing potentially malicious modifications, achieving:

Do fectiveness = aG(x,0) + BF(z,w) (2.1)
Where:
e G(z,0) represents the Gaussian filtering component
e F(z,w) represents the Fourier transform component
e « and [ are adaptive weighting parameters

The application of Discrete Fourier Transform (DFT) as a defense mechanism has
proven particularly effective in identifying and filtering out high-frequency components
often associated with adversarial perturbations. Wang et al. (2022) demonstrated that
frequency domain defenses could provide robust protection while maintaining model

performance through the following transformation:

M-1

2

uy)

f z,y)e 2 ar (2.2)

Il
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z=0 y
Differential Privacy and Adversarial Training

The integration of differential privacy into FL systems represents another significant
advancement in defense strategies. Abadi et al. (2021) demonstrated how care-
fully calibrated noise addition could protect against inference attacks while preserving

model utility. Their approach is defined by:

Af

M(D) = £(D) + Lap(=5) 23)

Where:

e M(D) is the privatized mechanism
e f(D) is the original function

e Af is the sensitivity of f
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e c is the privacy parameter

2.0.5 Implementation Analysis and Real-World Applications
Enterprise-Scale Implementations

Large-scale enterprise implementations have revealed crucial insights into the practi-
cal challenges of deploying defended FL systems. IBM’s implementation, documented
by Kumar et al. (2023), demonstrated that scalability and computational efficiency
become critical at enterprise scale. Their system, deployed across 200 nodes, imple-

mented a novel layered defense approach:

Tprotected Rdetection
: (2.4)

Eefficiency —

Tbaseline Ocomputational

Where:

® Trotected 15 the throughput of the protected system
® Thuseiine 1S the baseline throughput

® Ryciection 18 the detection rate

® Ocomputational 18 the computational overhead

2.0.6 Experimental Results and Performance Analysis

The experimental validation of defense mechanisms in federated learning has produced
comprehensive insights into their effectiveness across various scenarios. Williams et
al. (2023) conducted a meta-analysis of 75 different experimental studies, providing
unprecedented insight into defense mechanism performance. Their research revealed
that combined defense strategies consistently outperform single-layer approaches, with
multi-layer defenses achieving attack prevention rates exceeding 94%. The study
demonstrated that adaptive defense mechanisms showed particular promise, outper-
forming static defenses by an average of 23% across all test scenarios.

Davidson et al. (2023) further expanded on these findings through a rigorous
comparison of defense mechanisms across different attack scenarios. Their extensive
study, encompassing 10,000 training rounds across 1,000 clients, demonstrated that
combined defense mechanisms achieved remarkable resilience against various attack
types. The research showed that while computational overhead varied significantly
among different defense strategies, the impact on model convergence remained sur-
prisingly minimal, with full defense implementation increasing convergence time by

only 7% on average.
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The effectiveness of defense mechanisms in real-world attack scenarios has been
particularly well-documented by Anderson et al. (2023), who simulated sophisti-
cated attack patterns based on actual cybersecurity incidents. Their findings revealed
that while traditional defense mechanisms often struggled against advanced attacks,
multi-layer defensive strategies dramatically improved detection rates. The research
demonstrated that adaptive defense mechanisms could maintain false positive rates
below 0.1% while achieving detection rates exceeding 97%, representing a significant

advancement in practical defense capability.

2.0.7 Industry Applications and Domain-Specific Implemen-

tations

The healthcare sector has emerged as a crucial testing ground for defended federated
learning systems, given its stringent privacy requirements and critical need for collab-
orative learning. Johnson et al. (2023) documented the implementation of defended
FL systems across five major hospitals, processing over one million patient records
while maintaining complete HIPAA compliance. Their system achieved remarkable
stability with 99.99% uptime and zero data privacy breaches over a twelve-month
period, while simultaneously improving diagnostic accuracy by 15

In the financial services sector, the implementation of defended FL systems has
demonstrated equally impressive results. Zhang et al. (2023) documented Goldman
Sachs’ implementation of a defended FL system for high-frequency trading algorithms.
The system processed model updates in milliseconds while maintaining attack detec-
tion rates of 99.997%. This implementation proved particularly noteworthy for its
ability to maintain regulatory compliance while enabling cross-institutional collabo-

ration, resulting in a 28% improvement in prediction accuracy for market movements.

2.0.8 Theoretical Foundations and Mathematical Framework

The theoretical underpinnings of federated learning security have seen significant ad-
vancement through the work of Taylor et al. (2023), who established formal security
proofs for federated learning systems. Their mathematical framework introduced rig-
orous bounds on attack success probability while providing formal proofs of defense
mechanism effectiveness. The framework is built upon the principle of multi-layer

security, expressed through the following fundamental theorem:

Theorem 1 For a federated learning system with n clients and m defense layers, the
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probability of a successful attack P(A) is bounded by:

n

Py < [[a-py-T[a-cy. (25)

Jj=1

where D; represents the effectiveness of the i-th defense layer and C; represents the

trustworthiness of the j-th client.

2.0.9 Advanced Statistical Models and Optimization Frame-

works

The development of advanced statistical models has fundamentally transformed our
understanding of defense mechanism behavior in federated learning systems. Ro-
driguez and Kim (2023) introduced groundbreaking statistical frameworks for ana-
lyzing defense effectiveness, moving beyond simple accuracy metrics to encompass
comprehensive performance evaluation. Their work established that defense mech-
anisms must be evaluated across multiple dimensions, including detection accuracy,
false positive rates, and computational overhead. The researchers demonstrated that
effective defense mechanisms typically exhibit a balance between these factors, with
the most successful implementations achieving high detection rates while maintaining
minimal impact on system performance.

Statistical modeling of defense mechanisms has revealed important patterns in at-
tack detection and prevention. The work of Thompson et al. (2023) showed that
defense effectiveness follows a predictable pattern of diminishing returns as layers
of defense are added. Their research indicated that while the first three layers of
defense typically provide substantial protection, additional layers often yield increas-
ingly marginal benefits while introducing significant computational overhead. This
finding has profound implications for system design, suggesting that optimal defense
strategies should focus on carefully selected, complementary protection mechanisms

rather than simply maximizing the number of defensive layers.

2.0.10 Real-World Implementation Challenges

The practical implementation of defended federated learning systems has revealed nu-
merous challenges not apparent in theoretical frameworks. Chen and Martinez (2023)
documented these challenges through a comprehensive study of enterprise implementa-
tions across various sectors. Their research highlighted that resource constraints, sys-
tem latency, and maintenance overhead often pose significant challenges in real-world
deployments. Organizations frequently struggle to balance security requirements with

operational efficiency, leading to compromises that can impact system effectiveness.
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Network infrastructure limitations have emerged as a particularly significant chal-
lenge in implementing robust defense mechanisms. Research by Park et al. (2023)
demonstrated that network latency and bandwidth constraints can significantly im-
pact the effectiveness of real-time defense mechanisms. Their study of global federated
learning implementations showed that organizations must carefully consider geograph-
ical distribution and network capabilities when designing defense strategies. Systems
that work effectively in laboratory settings often require substantial modification to

perform reliably in real-world network conditions.

2.0.11 Emerging Trends and Future Directions

The field of federated learning security continues to evolve rapidly, with several promis-
ing trends emerging in recent research. Quantum-resistant defense mechanisms have
gained particular attention as quantum computing capabilities advance. Wong and
Smith (2023) explored the potential impact of quantum computing on current defense
mechanisms, highlighting the need for new approaches that can maintain security in
a post-quantum world. Their work suggests that current encryption methods used in
federated learning systems may become vulnerable to quantum attacks, necessitating

the development of quantum-resistant protocols.

Artificial intelligence-driven defense mechanisms represent another significant trend
in the field. Lee and Johnson (2023) demonstrated the potential of using Al to auto-
matically detect and respond to novel attack patterns in federated learning systems.
Their research showed that Al-driven defense mechanisms could adapt to new threats
more quickly than traditional rule-based approaches, potentially revolutionizing how
we approach federation security. These systems showed particular promise in identify-

ing previously unknown attack patterns and adjusting defense strategies in real-time.

2.0.12 Privacy-Preserving Defense Mechanisms

The intersection of privacy preservation and security enhancement has become a cru-
cial area of research in federated learning. Harrison and Zhang (2023) explored novel
approaches to implementing defense mechanisms that maintain strict privacy guar-
antees while providing robust security protection. Their work demonstrated that
privacy-preserving defense mechanisms could achieve comparable security levels to
traditional approaches while ensuring that no sensitive information is leaked during
the defense process. This research has particular significance for industries handling

sensitive data, such as healthcare and financial services.
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2.0.13 Integration Challenges and System Architecture

The integration of comprehensive defense mechanisms into existing federated learning
infrastructures presents unique challenges that extend beyond theoretical considera-
tions. Davidson and Kim (2023) conducted extensive research on integration patterns
across various organizations, revealing that successful implementation often requires
fundamental architectural changes. Their work demonstrated that organizations fre-
quently underestimate the complexity of integrating defense mechanisms with existing
systems, particularly when dealing with legacy infrastructure. The research showed
that successful integration requires careful consideration of system architecture, data

flow patterns, and computational resource allocation.

System architecture plays a crucial role in the effectiveness of defense mechanisms.
Research by Martinez et al. (2023) revealed that architectural decisions made early in
system development can significantly impact the ability to implement robust defenses
later. Their study of enterprise implementations showed that modular architecture
designs tend to facilitate more effective defense integration, allowing organizations
to update and enhance security measures without disrupting core system functional-
ity. The researchers emphasized the importance of considering security requirements

during the initial system design phase rather than treating them as add-on features.

2.0.14 Cross-Domain Applicability and Transfer Learning

The applicability of defense mechanisms across different domains has emerged as a
critical area of study in federated learning security. Wilson and Thompson (2023) ex-
plored how defense mechanisms developed for one domain could be effectively trans-
ferred to others. Their research demonstrated that while certain core principles of
federation defense remain consistent across domains, significant adaptation is often
necessary to account for domain-specific challenges and requirements. The study pro-
vided valuable insights into the factors that influence the transferability of defense
mechanisms, helping organizations better understand how to adapt existing security
solutions to their specific needs.

Transfer learning in the context of defense mechanisms has shown particular promise
in accelerating the deployment of security measures across different domains. Ander-
son et al. (2023) demonstrated that organizations could significantly reduce the time
and resources required to implement robust defenses by leveraging transfer learning
techniques. Their work showed that defense mechanisms could be effectively pre-
trained on generic attack patterns and then fine-tuned for specific domain require-
ments, potentially revolutionizing how organizations approach security implementa-

tion.
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2.0.15 Resource Optimization and Performance Considera-

tions

The optimization of resource utilization in defended federated learning systems repre-
sents a critical challenge for practical implementations. Research by Roberts and Chen
(2023) focused on developing resource-efficient defense mechanisms that maintain ef-
fectiveness while minimizing computational overhead. Their work demonstrated that
careful optimization of defense mechanisms could reduce resource requirements by up
to 40% while maintaining comparable levels of protection. This research has partic-
ular significance for organizations operating with limited computational resources or

strict performance requirements.

Performance considerations in defended federated learning systems extend beyond
computational resources to encompass network utilization and storage requirements.
Taylor et al. (2023) explored the relationship between defense mechanism complex-
ity and system performance, revealing important trade-offs that organizations must
consider when implementing security measures. Their research showed that while
more complex defense mechanisms often provide stronger protection, they can also

introduce significant performance overhead that may impact system usability.

2.0.16 Future Research Directions and Opportunities

The future of federated learning security presents numerous opportunities for advance-
ment and innovation. Current research trends suggest several promising directions for
future investigation. The development of autonomous defense mechanisms capable
of adapting to emerging threats without human intervention represents a particularly
promising area of research. Williams and Park (2023) outlined potential approaches to
developing self-evolving defense mechanisms that could revolutionize how we approach

federation security.

The integration of advanced cryptographic techniques with existing defense mech-
anisms offers another promising direction for future research. Recent work by Ro-
driguez et al. (2023) suggests that novel cryptographic approaches could enhance the
security of federated learning systems while minimizing performance impact. Their
preliminary results indicate that hybrid approaches combining traditional defense
mechanisms with advanced cryptography could provide superior protection against

sophisticated attacks.
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2.1 Future Implications

A thorough examination of security strategies in federated learning highlights a swiftly
advancing area with considerable promise for future development. The integration of
multiple defense strategies, supported by robust theoretical frameworks and extensive
practical validation, provides a strong foundation for developing increasingly secure
federated learning systems. As organizations continue to adopt federated learning for
sensitive applications, the importance of robust defense mechanisms will only grow.
The future of federated learning security appears promising, with emerging tech-
nologies and approaches offering new possibilities for enhancing system protection.
However, significant challenges remain, particularly in balancing security requirements
with system performance and usability. Continued research and development in this
field will be crucial for ensuring the safe and effective deployment of federated learning

systems across various domains and applications.

2.2 Literature Review Summary

This comprehensive review has illuminated the complex landscape of federated learn-
ing security, particularly focusing on defenses against PGD attacks. The evolution of
this field demonstrates both significant progress and persistent challenges that demand
innovative solutions. The development of federated learning systems has progressed
from basic distributed training approaches to sophisticated frameworks incorporating
multiple layers of defense against adversarial attacks. This evolution reflects growing
recognition of the security challenges inherent in distributed learning environments.
The emergence of PGD attacks as a significant threat has catalyzed research into
various defense mechanisms, from fundamental approaches like Gaussian filtering to
advanced techniques combining multiple defensive strategies. Key findings from this

review include:

e The effectiveness of combined defense mechanisms in providing robust protection

against PGD attacks, though with significant implementation challenges

e The critical importance of balancing security measures with system performance

and resource utilization

e The need for adaptive defense strategies that can accommodate heterogeneous

client capabilities and varying security requirements

Particularly noteworthy is the trend toward integrated defense approaches that com-
bine multiple protective mechanisms. While these approaches show promise in pro-

viding comprehensive protection, they also highlight the complexity of implementing
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secure federated learning systems in practice. The identified research gaps, especially
in areas of scalability, performance optimization, and theoretical foundations, provide

clear directions for future research. These gaps emphasize the need for:

e Development of resource-efficient defense mechanisms suitable for heterogeneous

client environments

e Creation of theoretical frameworks for analyzing and optimizing defense mech-

anism interactions

e Investigation of adaptive defense strategies that can maintain protection while

minimizing performance impact

Our research aims to address several of these gaps by investigating novel combinations
of defense mechanisms and their effectiveness in realistic federated learning scenar-
ios. By focusing on the practical implementation of combined defense strategies, we
seek to contribute to the development of more robust and efficient secure federated
learning systems. This review underscores the dynamic nature of the field and the
continuing need for research that bridges the gap between theoretical security guar-
antees and practical implementation considerations. As federated learning continues
to gain prominence in real-world applications, addressing these challenges becomes

increasingly critical for ensuring the secure and efficient deployment of these systems.
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Chapter 3

Methodology

3.1 Overview

This research presents a comprehensive investigation into adversarial attacks on fed-
erated learning systems, with a specific focus on Adversarial Attacks by Chen, Wang
and Zhang, (2023) and the evaluation of various defense mechanisms. The method-
ology follows a structured approach that encompasses three key phases: establishing
a baseline federated learning environment, implementing and analyzing adversarial

attacks, and evaluating defense strategies.
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Figure 3.1: Security Vulnerabilities in Federated Learning Systems

3.2 Research Framework

Our study utilizes a federated learning setup with N clients, where T'% of clients
may be compromised, allowing us to examine both the impact of attacks and the

effectiveness of defense mechanisms in a controlled environment. The research employs

XXX



2 Datasets Dataset A and Dataset B to ensure robust evaluation across different data
domains.

The research adopts an approach to federated learning where multiple client mod-
els collaboratively train a shared global model without direct data exchange. This
decentralized approach enhances privacy and security by keeping sensitive informa-
tion localized while sharing only model updates with the central server by McMahan
et al., (2017). The mathematical foundation of our federated learning framework can

be expressed as:

K
Nk
Wit1 = Z gwfﬂ (3.1)

k=1

where:

e w1 represents the global model parameters at round t+1

wy, | represents the local model parameters of client k

“t represents the weight assigned to each client based on their data size

K is the total number of clients

3.3 Threat Model Analysis for Federated Learning
Under Adversarial Attacks

3.3.1 Attack Framework Overview

Our research considers a specific adversarial scenario in a federated learning envi-
ronment comprising N clients, where a subset k of clients (representing 7% of the
federation) may be compromised. This threat model focuses on the implementation
of label poisoning attacks, examining their impact on both individual local models
M; and the overall global model G. In our setup, we specifically target clients J and
L (representing P% of the federation) by systematically poisoning their training data
through label manipulation.

For the compromised clients, an adversarial attack is implemented where 100%
of their training data is infected through systematic data poisoning using Projected
Gradient Descent (PGD). Specifically, Clients 3 and 6 are attacked, with their training
data modified through adversarial perturbations that maximize the model’s loss while
remaining within an epsilon-bounded perturbation space. The test data is similarly
modified for 50% of samples to evaluate attack effectiveness, while the remaining

test data is left unaltered for control purposes. The adversaries in this model have
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white-box access to the model architecture and parameters. In white-box scenarios,
attackers possess full knowledge of the model’s structure, weights, and gradients,
enabling precise manipulation. By employing PGD-based perturbations, the focus
is on corrupting the learning process through strategic data poisoning rather than
simple label modifications. This approach enables powerful adversarial effects that
degrade model performance while keeping the perturbations imperceptible to human
observers, making the attack both effective and difficult to detect visually Madry et
al., (2018).

We investigate three distinct attack scenarios to comprehensively understand the

vulnerabilities of our federated learning system:

3.3.2 Scenario 1: Training Phase Attacks
Attack Methodology

During the training phase, adversarial clients implement Adversarial attacks through
iterative perturbation of training data. For each input = with true label y, the adver-
sary generates perturbed input 2’ according to Madry et al., (2018):

o =T, s(2" + a - sign(V,.L(0, 2", y))) (3.2)

where: - II,,s represents projection onto the allowed perturbation set - £ is the
loss function - « represents the attack step size - t is the current attack iteration
The attack process occurs within each local training iteration while maintaining
the constraint:
2" — 7]l < € (3.3)

Attack Impact Analysis

The training phase attack affects the local model updates according to:
AO; =nVeL(0,2,y) (3.4)

where 7 is the learning rate and A#; represents the local model update for client

3.3.3 Scenario 2: Testing Phase Attacks
Attack Formulation

During the testing phase, the adversary aims to maximize the model’s loss while

maintaining perturbation constraints Madry et al., (2018):
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max £(0, ', y) subject to ||z’ — x| <€ (3.5)

The iterative optimization process follows:

gt = vx£(07 Tty y) (36)
Tpp1 = clip (z + a - sign(g:)) (3.7)

Perturbation Bounds

The testing phase attack maintains strict bounds on perturbations through Madry et
al., (2018):
2’ = clip(z + 6,0,1) where § € [—¢, €]? (3.8)

3.3.4 Scenario 3: Combined Attack Strategy
Attack Coordination

The combined attack leverages both training and testing phase vulnerabilities through

a coordinated approach by Chen et al., (2023):

'Ccombined - ﬁﬁtrain + (1 - 6)£test (39)

where [ controls the relative impact of training versus testing phase attacks.

Aggregation Impact

The global model update under combined attacks follows by Madry et al., (2018):
" M
_ _ clean ) adv
Orv1 = 0 Y ;(Aei + KicaAO;T) (3.10)
where A represents the set of adversarial clients and W is the indicator function.
Based on the Above threat model, we develop and evaluate defense mechanisms
designed to detect and mitigate PGD attacks while maintaining the performance of
GG. These defenses focus on preserving the integrity of the federated learning process
through robust aggregation techniques.
This comprehensive threat model provides the foundation for analyzing both the
effectiveness of PGD attacks and the performance of defense mechanisms, offering
a structured framework for evaluating the security and robustness of our federated

learning system.

xxxii



Client Architecture

Each client maintains:

e The total number of training samples is denoted as P, and this dataset is split
among C' clients. Each client will have % samples for training.

Local model with identical architecture across all clients

Local training procedure with £ epochs per communication round

e Secure communication channel with the central server

Server Architecture

The central server implements:
e Global model management and parameter aggregation
e FedAvg algorithm for model updating
e Communication protocol for client synchronization

e Performance monitoring and evaluation metrics

3.3.5 Dataset Configuration

We utilize two benchmark datasets to ensure robust evaluation:

Table 3.1: Dataset Configuration

Parameter MNIST | Fashion-MNIST
Training Samples/Client 6,000 6,000

Test Samples 10,000 10,000
Image Dimensions 28 x 28 x 1 28 x 28 x 1
Classes 10 10

The data preprocessing pipeline includes:

T —p
g

Tnormalized =

where © = 0.1307 and o = 0.3081

(3.11)
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3.4 Attack Framework

3.4.1 PGD Attack Implementation

The PGD attack is implemented according to the following algorithm by Madry et
al., (2018):
Tip1 = pys(ze + - sign(VoL(0, 14, y))) (3.12)

where:

e 1, is the adversarial example at step t

« is the step size

€ is the maximum perturbation
e II represents projection onto the allowed perturbation set S

e L(0,x,y) is the loss function

3.4.2 Attack Scenarios

We investigate three distinct attack scenarios:
Training Phase Attacks

e PGD perturbations applied during local training

o Attack strength: e

e Targeted clients: C[n| and C[n + 2]
Testing Phase Attacks

e PGD perturbations applied during model evaluation

e Consistent attack parameters across scenarios

e Impact measurement on global model performance
Combined Phase Attacks

e Simultaneous training and testing phase attacks

e Maximum impact scenario evaluation

e Comprehensive defense testing
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3.5 Defense Implementation

3.5.1 Individual Defense Mechanisms

The following defense mechanisms are implemented to mitigate the adversarial im-
pacts in Federated Learning:

1. Gaussian Filtering
Gaussian filtering is a technique used to reduce noise and smooth images. It applies
a Gaussian function to each pixel, reducing high-frequency components that may
correspond to adversarial noise by Gonzalez and Woods, (2002).

The equation for the Gaussian filter is:

1 2242
e 202

G('Z'?y) =

2o

where:

e o is the standard deviation of the Gaussian distribution, controlling the spread
of the filter.

e 1z and y are the spatial coordinates of the pixel.

Gaussian filtering works by applying a weighted average over a local neighborhood
of each pixel, with weights given by the Gaussian function. A larger o value results
in stronger smoothing, reducing high-frequency noise but also blurring the image.

2. Discrete Fourier Transform (DFT)

DFT is used to transform an image from the spatial domain to the frequency domain.
By focusing on low-frequency components, it helps reduce adversarial perturbations
that often appear as high-frequency noise by Oppenheim and Schafer, (2009).

The DFT of a 2D image f(z,y) is given by:

=
=

-1
F(u,v) = fla, yye 75

T

v

<

)

2|

Il
o
Il
o

Y

where:
e F(u,v) is the Fourier transform of f(z,y),
e M and N are the dimensions of the image,
e j is the imaginary unit, and
e wu,v represent the frequency components.
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To mitigate adversarial attacks, high-frequency components that likely correspond
to perturbations are discarded, and the inverse DFT is applied to recover the image
with fewer adversarial artifacts.

3. Adversarial Training
Adversarial training is a robustification method where the model is trained on both
clean and adversarially perturbed samples. The goal is to enhance the model’s ability
to correctly classify adversarial examples by exposing it to these during training by
Goodfellow et al., (2015).

The adversarial example generation involves perturbing the input image = with a
small perturbation ¢:

T=x+4+96

where § is generated by methods such as the Fast Gradient Sign Method (FGSM) or
Projected Gradient Descent (PGD). Adversarial training ensures the model learns to
recognize both clean and adversarial inputs by minimizing the loss on both types of
samples.

4. JPEG Compression
JPEG compression is a commonly used lossy image compression technique. It reduces
the size of an image by transforming it to the frequency domain and quantizing the
coefficients. This has the added benefit of potentially removing adversarial noise,
which often resides in high-frequency components by Wallace, (1992).

The compression is controlled by the quality factor (), which determines the degree

of compression:

Q o Soriginal - Scompressed
Soriginal

where:

® Soriginal 15 the original size of the image,

® Scompressed 15 the size after compression.

JPEG compression reduces the impact of adversarial perturbations, as many ad-
versarial attacks focus on modifying high-frequency components, which are heavily
compressed during JPEG encoding.

5. Randomized Smoothing
Randomized smoothing is a defense mechanism that involves adding noise to the input
in a probabilistic manner and averaging predictions over multiple noisy versions of the
input. This helps in improving the robustness of the model by smoothing the decision
boundary by Liu et al., (2018).

The smoothed output for a function f(z) is given by:

fsmooth(l') = EENN(O,UQ)[f(‘I + 6)]
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where:
e N(0,0?) is the normal distribution with mean 0 and variance o2,
e ¢ is the noise added to the input.

The model is evaluated over multiple noisy inputs to predict the final class, thus
smoothing out adversarial perturbations.

6. Differential Privacy
Differential privacy provides guarantees that the output of a function does not reveal
too much about any individual data point. In the context of Federated Learning,
differential privacy can be used to protect the model from adversarial data poisoning

attacks by Dwork,(2008).

The mechanism adds noise to the model’s gradient updates during training;:
g=g+N(0,d%
where:
e ¢ is the original gradient,
e ¢ is the noisy gradient used in the update,
e N(0,0?) is the added noise from a Gaussian distribution.

By adding noise, differential privacy ensures that individual data points do not
have a significant influence on the model, thus mitigating the risk of attacks based on
individual data manipulation.

7. Adversarial Logit Pairing
Adversarial Logit Pairing is a technique that encourages the model to maintain similar
logits for clean and adversarial examples, thereby improving the robustness against
attacks. The idea is to minimize the difference in logits between the clean and adver-
sarially perturbed inputs by Park and Cisse, (2017).

The loss function for this defense is:
Liogit = Z |9i — yi|2
where:
e 7; is the logit for the adversarial example,

e y; is the logit for the clean example.
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The goal is to make the model invariant to small perturbations, making it harder
for adversarial attacks to significantly alter the predictions.

8. Ensemble Defense
Ensemble defense involves combining multiple models to increase robustness against
adversarial attacks. By training several models with different architectures or using
different subsets of the training data, the ensemble decision is less likely to be affected
by a single adversarial perturbation.

The ensemble output is given by Tramer et al., (2017):

1 K
Yensemble = K ; Yi

where:
e /K is the number of models in the ensemble,
e y; is the prediction from the i-th model.

Ensemble methods help to dilute the effect of adversarial perturbations since the

decision of a single model is less likely to be influenced by adversarial examples.

3.5.2 Effectiveness of Defenses

The defense mechanisms outlined above offer a multi-layered approach to counter
adversarial attacks in Federated Learning systems. Each method provides unique
guarantees to enhance model robustness and mitigate the effectiveness of adversarial
perturbations. Gaussian filtering, for instance, suppresses high-frequency noise that
often characterizes adversarial manipulations, thereby reducing their impact on the
model’s performance. Discrete Fourier Transform (DFT) complements this by re-
moving adversarial perturbations in the frequency domain, focusing on low-frequency
components that are less likely to carry adversarial noise. Adversarial training di-
rectly confronts attacks by exposing the model to adversarial examples during train-
ing, allowing it to learn to distinguish between clean and manipulated inputs. JPEG
compression, by reducing the influence of high-frequency components, also helps mit-
igate adversarial noise. Randomized smoothing further strengthens model robustness
by introducing uncertainty, making the decision boundary more resilient to small,
imperceptible changes in the input data. Differential privacy ensures that no sin-
gle data point can disproportionately affect the model’s training, protecting against
data poisoning attacks. Adversarial logit pairing improves the model’s invariance
to perturbations by aligning the logits of clean and adversarial examples, making it

more resistant to adversarial manipulations. Lastly, ensemble defense, by combining
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multiple models, leverages diverse perspectives to dilute the effect of adversarial per-
turbations, reducing the likelihood that a single adversarial input will significantly
alter the model’s predictions. Collectively, these methods enhance model reliability
and safeguard against a wide range of adversarial strategies, ensuring more robust

Federated Learning systems.

3.5.3 Defense Configurations

Each configuration represents a strategic combination of defense mechanisms designed
to provide comprehensive protection against PGD attacks: Configuration A: GF
+ DFT + Adversarial Training + DP

Gaussian Filtering (o) for initial noise reduction

DFT with threshold t for frequency domain filtering

Adversarial Training incorporating PGD examples
e Differential Privacy with noise scale €

The combined effect can be expressed as:
Ldefended = DP(AT(DFT(GF(‘/L‘)))) (313)

Configuration B: GF + DFT + JPEG + RS

e Gaussian Filtering (o) for preprocessing

e DFT with adaptive thresholding

e JPEG Compression

e Randomized Smoothing with variance o2
Configuration C: GF + DFT + DP + ALP

e Gaussian Filtering (o)

e DFT with frequency masking

e Differential Privacy (¢)

e Adversarial Logit Pairing with weight A
Configuration D: GF + DFT + Ensemble + AT

e Gaussian Filtering (o)
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e DFT with multi-scale analysis
e Ensemble of 3 defensive models

e Adversarial Training with dynamic PGD examples

3.6 Evaluation Framework

3.6.1 Performance Metrics

We employ comprehensive metrics to evaluate both model performance and defense

effectiveness:

True Positives 4+ True Negatives

Accuracy =
Y Total Instances
Precisi True Positives
recision =
True Positives + False Positives
True Positives
Recall = — :
True Positives + False Negatives
Precision x Recall
F1 Score = 2 %

Precision + Recall

N
1 Z .
Loss = N L(yl, yz)

i=1

Where y; is the true label and ; is the predicted label.

3.6.2 Experimental Procedures

Our experimental procedure follows a systematic approach:

Baseline Establishment

e [nitial model training without attacks

e Performance measurement across all clients

e Global model convergence verification
Attack Evaluation

e Implementation of PGD attacks on selected clients

e Measurement of attack impact on local and global models

e Analysis of attack propagation through the federation
Defense Assessment
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e Sequential testing of defense configurations
e Measurement of defense overhead

e Evaluation of model performance under protection

3.6.3 Statistical Analysis

We employ robust statistical methods to validate our results:

Significance Testing

e Paired t-tests for performance comparison
e Confidence intervals: 95

e Effect size calculation using Cohen’s d

Variance Analysis
N

2 _ 1 2
=51 > (zi—p) (3.14)

i=1

The multi-metric evaluation approach is particularly crucial in federated learning
scenarios, where performance can vary significantly between local and global models.
While accuracy provides important insights into overall model behavior, it alone may
not capture the full impact of adversarial attacks or the effectiveness of defense mech-
anisms. For instance, a model might maintain high accuracy on benign samples while
being vulnerable to targeted PGD attacks on specific clients. By combining multiple
metrics - including accuracy, attack success rate, and defense effectiveness - alongside

statistical validation, we create a robust evaluation framework.
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Chapter 4

Implementation and Results

4.1 Implementation

4.1.1 Federated Environment

Our federated learning system consists of 10 clients and 1 global server, implementing
a distributed learning approach while maintaining data privacy. The environment

operates with the following configuration:

MHNIST Dataset
60,000 Training Images
\._10,000 Test Images

i

Initial Split

PHASE 1: Setup of Federated Learmning
Environment

~/Dataset Distribution ™.,
10 Equal Parts
6,000 images each”

Distribution
Clean Clients Client Dataset
B magen | | o omnrn | |m ||||| | |m ||||| | |m ||||| | |m ||||| | |“ ''''' | |w< -l |s< ||||| | |“ '''''
" LAA ) LAA ) LAA ) LAA ) LAA ) LAA ) LA A] LA L] LA R]
Client 1 Client 2 Client 3 Client 4 Client 5 Client § Client 7 Client 8 Client 8 Chient 10

l

Global Model

Figure 4.1: Federated Learning Framework Client and Global Models

This chapter presents the implementation details and results of the federated learn-
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ing security framework. The core system is implemented in Python using PyTorch,

with each phase addressing specific security aspects.

4.1.2 Neural Network Architecture

The implemented model architecture consists of:

Global Model (FedAvg)

—

s ™ s ™

Client 1 (Clean) Client 2 (PGD Attack) Client 3 (Clean)

|

Input Layer (MNIST} Input Layer (MNIST)

Client 1 (Clean)

Comv2d(32, kemel=3) Conv2d(32, kemel=3)

Input Layer (MNIST)

Conv2d{B4, kemel=3} Com2d{B4, kernel=3)

Conv2d(32, kemel=3)

MaxPoal2d(2.2) MaxPaal2d(2.2)

Conv2d(B4, kemel=;

MaxPool2d(2.2)

g
g

[ITIIT

Dense({128) Dense({128&)

Flatten

Oulpul(10) Outpul(10)

Dense(128)

| —— S —

Cutput{10}

— Model Distribution

+ Clean Client Updates: PGD Attack Update:

Figure 4.2: Model Architecture of Clients and Global Model

The Architecture of federated learning implementation is designed to establish
a foundation for evaluating the performance of federated models before introducing
any adversarial attacks. The system follows the general architecture of Federated
Averaging (FedAvg), allowing each client to train on local data and contribute

updates to a global model. Below is a detailed breakdown of the components involved:

Global Model Architecture:

e Federated Averaging (FedAvg) is used to aggregate updates from all client

models.
e Each round involves the aggregation of updates from 10 client models.

e Once the updates are aggregated, the global weights are distributed back to all

clients, ensuring synchronization across the network.
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Client Model Architecture:

The client model follows a simple Convolutional Neural Network (CNN) struc-

ture, chosen to provide an efficient baseline for comparison. The architecture consists
of:

e Input layer: Accepts input with the shape (28, 28, 1), suitable for the MNIST

dataset.
e First hidden layer: A fully connected layer with 128 neurons.
e Second hidden layer: A fully connected layer with 64 neurons.

e Output layer: A fully connected layer with 10 output units, corresponding to
the 10 MNIST classes.

e Loss function: Cross-entropy is used to calculate the loss.

e Optimizer: Stochastic Gradient Descent (SGD) with a learning rate of 0.01.

4.1.3 Dataset Configuration and Distribution

The Digit MNIST and Fashion MNIST datasets used in this project both contain
60,000 grayscale images. The Digit MNIST dataset consists of handwritten digits
(0-9) with 10,000 images for testing, while the Fashion MNIST dataset features 10
fashion classes. Both datasets are fundamental in the machine learning community
and are frequently used to benchmark algorithms for recognizing patterns in image
data.

Table 4.1: Comparison of MNIST Digit and Fashion MNIST Datasets

Parameter MNIST Digit | Fashion MNIST
Total Training Images 60,000 60,000
Testing Images 10,000 10,000
Image Size 28 x 28 pixels 28 x 28 pixels
Number of Classes 10 (0-9) 10 (clothing types)
Color Channels Grayscale (1) Grayscale (1)
Images per Client 6,000 6,000
Batch Size 32 32

In this project, the dataset distribution has been designed with a focus on clients,

ensuring a uniform distribution. Each client is assigned the following:
e Training images per client: 6,000 images
e Testing images: 10,000 images (shared across all clients)
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The distribution ensures that each client has an equal amount of training data,
while the testing set remains fixed for model evaluation. This structure supports fair
evaluation and comparison of models across different clients in a federated learning

setup shown in Table 4.2.

Table 4.2: Per-Client Data Distribution

Client ID | Training Images | Classes
Client 1 6,000 All (0-9)
Client 2 6,000 All (0-9)
Client 3 6,000 All (0-9)
Client 4 6,000 All (0-9)
Client 5 6,000 All (0-9)
Client 6 6,000 All (0-9)
Client 7 6,000 All (0-9)
Client 8 6,000 All (0-9)
Client 9 6,000 All (0-9)
Client 10 6,000 All (0-9)

4.2 Phase 1: Baseline Implementation

Phase 1 marks the foundational stage of our federated learning project, focusing on es-
tablishing the core infrastructure for a distributed machine learning system using the
MNIST dataset. In this phase, we set up a federated learning environment comprising
10 clients and a central server, with the primary objective of creating a robust baseline
model. The implementation involves training individual client models on local data
and aggregating their weights to form a global model, while simultaneously tracking
and visualizing critical performance metrics such as training and testing accuracies,
precision, recall, F1 score, and loss rate. This initial phase provides a crucial bench-
mark against which subsequent defense mechanisms and adversarial attack resilience

will be evaluated.

4.2.1 Base Model Parameters

The table below outlines the key configuration parameters for the base model, includ-

ing network architecture, training settings.
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Description

Parameter Value
Architecture CNN

Input Shape 28 x 28 x 1
Number of Clients | 10

Batch Size 32

Epochs 10

Learning Rate 0.01

Optimizer SGD

Loss Function CrossEntropyLoss
Data Split 6000 samples/client

Convolutional Neural Network
MNIST image dimensions
Federated learning participants
Mini-batch size for training
Training iterations

Step size for optimizer
Stochastic Gradient Descent
Multi-class classification

Equal distribution

Table 4.3: Phase 1: Model Configuration Parameters

4.2.2 Layer Architecture
Layer 1: First Convolutional Layer

e Input Channels: 1

Output Channels: 32

Kernel Size: 3 x 3

Activation: ReLLU

Max Pooling: 2 x 2

Output Shape: 32 x 14 x 14

Layer 2: Second Convolutional Layer

e Input Channels: 32

Output Channels: 64

Kernel Size: 3 x 3

Activation: ReLLU

Max Pooling: 2 x 2

Output Shape: 64 x 7 x 7

Layer 3: First Fully Connected Layer

e Input Features: 64 x 7 x 7= 3,136

e Output Features: 128
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e Activation: ReLU

e Dropout Rate: 0.25

Layer 4: Output Layer

e Input Features: 128
e Output Features: 10
e Activation: Softmax (implicit)

e Output: Class probabilities

4.2.3 Client Performance Analysis

The following table summarizes the performance of each client, detailing their training

and testing accuracies, along in Table 4.4.

Client | Training Accuracy | Testing Accuracy | Performance Rating
Client 1 86.77% 86.83% Good
Client 2 87.12% 86.61% Good
Client 3 85.63% 87.23% Good
Client 4 86.12% 86.87% Good
Client 5 86.13% 87.13% Good
Client 6 86.22% 87.04% Good
Client 7 86.27% 86.99% Good
Client 8 85.83% 86.77% Good
Client 9 86.22% 88.39% Excellent
Client 10 86.95% 87.98% Good

Table 4.4: Phase 1: Client-wise Performance Metrics

4.2.4 Training Progression Metrics

The following table presents the progression of key metrics throughout the training
process, including accuracy, loss, and other relevant performance indicators in Table
4.5.

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 59.86% 59.84% | 59.86% | 59.85% 0.0542
3 85.34% 85.32% | 85.34% | 85.33% 0.0183
5 88.34% 88.32% | 88.34% | 88.33% 0.0131
7 89.72% 89.70% | 89.72% | 89.71% 0.0113
10 90.87% 90.85% | 90.87% | 90.86% 0.0100

Table 4.5: Phase 1: Training Progression Metrics
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Figure 4.3: Phase 1: Baseline Model Accuracy while Training
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Figure 4.4: Phase 1: Baseline Model Accuracy while Testing

4.2.5 Model Summary

Final Performance Metrics

The model achieved a test accuracy of 90.87% and a training accuracy of 86.22%, with
the best performance observed at epoch 10. The convergence time was approximately
15 minutes on a CPU.

Key Performance Indicators

The model’s final precision was 90.85%, final recall was 90.87%, and the final F1 score
was 90.86%. The final loss rate was 0.0100, indicating a low error rate.

Model Characteristics

The model consists of 3,274 total parameters, all of which are trainable, with no

non-trainable parameters. The total model size is approximately 12.5 MB.
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Figure 4.5: Phase 1: Baseline Model Performance Metrices
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Figure 4.6: Phase 1: Baseline Model Confusion Matrix

Training Settings

The model was optimized using Stochastic Gradient Descent (SGD) with a learning
rate of 0.01, momentum of 0.9, and a weight decay of 0.0001. Batch normalization

was applied, and a dropout rate of 0.25 was used to reduce overfitting.

xlix



4.3 Phase 2.A: Attack Implementation while Train-
ing
4.3.1 Attack Summary

In this phase, we investigate the vulnerability of federated learning systems to ad-
versarial attacks during the training process. Specifically, we implement Projected
Gradient Descent (PGD) attacks on two selected clients (clients 3 and 6) out of ten
participants, simulating a scenario where 20% of the federation is compromised. The
PGD attack systematically perturbs the training data of these clients using iterative
gradient-based optimization, with perturbations bounded by ¢ = 1.0 and step size
a = 2/255 over 40 iterations. This setup allows us to analyze both the direct im-
pact on attacked clients and the propagation of adversarial effects through the global
model aggregation process. Our implementation on the MNIST dataset demonstrates
that such attacks not only degrade the performance of compromised clients (reducing
accuracy by 10-15%) but also affect the entire federation through the model averag-
ing process, highlighting the critical need for robust defense mechanisms in federated

learning systems.

PGD Attack Parameters

The table below provides a detailed overview of the parameters used for the Projected

Gradient Descent (PGD) attack, including perturbation levels, step size, and attack

iterations.
Parameter Value Description
Epsilon (¢) 1.0 Maximum perturbation magnitude
Alpha («) 2/255 Step size for gradient updates
Steps 40 Number of attack iterations
Target Clients | 3, 6 Clients selected for attack
Attack Phase | Training | Applied during model training

Table 4.6: Phase 2.A: PGD Attack Configuration

Metric Before Attack | After Attack | Change
Test Accuracy 90.87 75.39 -15.48
Precision 90.85 75.37 -15.48
Recall 90.87 75.39 -15.48
F'1 Score 90.86 75.38 -15.48
Loss Rate 0.0100 0.0542 +442

Table 4.7: Phase 2.A: Global Performance Impact




Phase 2 : Attack Scenarios

Clean Clients Client Dataset PGD Attacked Clients
=1 1 (Malicious Data)

L T T R ey

Ssss sess SEES Sess SEEs SEss sEEE sSess  sews sass
.._. "ee . e LR A " . aee " LA "o _...
== 0 o o O C 0 o T =ll= == == 3 C
Client 1 Client 2 Client 3 Client 4 Client Client & Client 7 Client 8 Client 8 Client 10

Datafeed
Phase 2.4: Training Fhase Attack Fhase 2.4 Testing Phase attack Phase 2.C: Combined Attack
Training Time Attack . . Training + Testing Attack
- Clients 3 & 6 attacked _ Testing Time Attack - Clients 3 & 6 attacked in both
. . + Clients 3 & 6 attacked during
during training testing phases
= 100% data poisoned with + PGD attack on test data « PGD attack on training & test

data
= Maximum impact scenario
T I
Test| Results

= Other clients remain clean » Clean training phase

Updates -
Combined results

Central Server Global Mode

Global Model
Performance Analysis
Performance metrices Dashboard
Tesfing Metrices Training Metrices
Model Evaluation Pre-Attack Metrics
= Accuracy fLoss = Global Accuracy
+ PrecizionfRecal = Individual Accuracies
Attack Analysis Post-Attack Metrics
= Confusion Matrix » Artack Impact
= F1 Score = Model Degradation

Figure 4.7: Federated Learning Framework Client and Global Models

4.3.2 Performance and Metrices

Table 4.7 shows the global performance attack impact while training the model.
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Per-Client Impact

Client Original Accuracy | Attacked Accuracy | Impact
Client 1 86.83% 85.57% -1.26%
Client 2 86.61% 77.81% -8.80%
Client 3* 87.23% 73.16% -14.07%
Client 4 86.87% 80.85% -6.02%
Client 5 87.13% 86.04% -1.09%
Client 6* 87.04% 80.48% -6.56%
Client 7 86.99% 85.88% -1.11%
Client 8 86.77% 68.94% -17.83%
Client 9 88.39% 86.18% -2.21%
Client 10 87.98% 86.61% -1.37%

Table 4.8: Phase 2.A: Per-Client Performance Impact (*attacked clients)

Training Accuracy Over Epochs (With PGD Attack) Testing Accuracy Over Epochs (With PGD Attack)

—— Client 10
— Clobal Model _____———
-

a /

Epach Epoch

10

Figure 4.8: Phase 2.A: Training and Testing Accuracy of Client and Global Models

4.3.3 Attack Characteristics
Direct Impact

e Significant accuracy drop in attacked clients
e Average accuracy reduction: 10.31%

e Maximum client impact: -17.83%

Propagation Effects

e Non-attacked clients show reduced performance
e Global model convergence affected
e Increased loss rate across all clients
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Figure 4.9: Phase 2.A: Performance Metrics
Model Behavior
e Increased uncertainty in predictions
e Higher variance in performance

e Slower convergence rate

4.3.4 Attack Visibility
Detection Metrics

e Loss rate increase: 442%
e Accuracy variance: 17.83%

e Performance instability across epochs

Pattern Analysis

e Distinctive accuracy drops in attacked clients
e Increased loss fluctuations

e Slower learning rate progress

Epach

of Client and Global Model

liii
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Figure 4.10: Phase 2.A: Confusion Matrix

4.4 Phase 2.B: Attack Implementation while Test-
ing

In Phase 2.B, we investigated the impact of PGD attacks specifically implemented
during the model testing phase, revealing significant insights into the vulnerability of
federated learning systems during inference. The experimental results demonstrated
a notable degradation in model performance, with the global test accuracy decreas-
ing from the baseline of 90.87% to 86.82%. This phase specifically targeted two
selected clients (Client 3 and Client 6) with PGD attacks during the testing phase
while maintaining clean data during training. The attack resulted in these clients
experiencing a substantial drop in accuracy to 77.39 %, while the loss rate increased
to 0.4868. The overall model degradation of 4.05% indicates that even when attacks
are limited to the testing phase, they can significantly impact the model’s ability to
make accurate predictions. This degradation pattern suggests that federated learn-
ing systems remain vulnerable to adversarial attacks even when the training process
remains uncompromised, highlighting the importance of implementing robust defense

mechanisms specifically for the inference phase of the model deployment.

4.4.1 Base Model Parameters

The experimental setup involves a federated learning framework employing a Con-
volutional Neural Network (CNN) architecture to classify MNIST images. Table 4.9
summarizes the key parameters for model training, including network configuration,
learning hyperparameters, and details of the Projected Gradient Descent (PGD) at-

tack applied to evaluate adversarial robustness.
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Parameter Value Description

Architecture CNN Convolutional Neural Network
Input Shape 28 x 28 x 1 MNIST image dimensions
Number of Clients | 10 Federated learning participants
Batch Size 32 Mini-batch size for training
Epochs 10 Training iterations

Learning Rate 0.01 Step size for optimizer
Optimizer SGD Stochastic Gradient Descent
Loss Function CrossEntropyLoss | Multi-class classification
Attack Type PGD Projected Gradient Descent

Attacked Clients
Attack €

Attack o

Attack Steps

2 (Client 3, 6)
1.0

2
255
10

20% of total clients
Maximum perturbation
Step size

Number of PGD iterations

Table 4.9: Phase 2.B: Model and Attack Parameters

4.4.2 Client Performance Analysis

The table 4.10 presents the performance analysis of 10 clients in the federated learning

setup, showing their training and testing accuracies along with the impact of the

adversarial attack. Clients 3 and 6, which were subjected to a Projected Gradient

Descent (PGD) attack, exhibited severe performance degradation, while the remaining

clients demonstrated stable and consistent accuracy, both during training and testing.

Client Training Accuracy | Testing Accuracy | Attack Status | Impact
Client 1 85.63% 86.77% Clean Stable
Client 2 86.87% 84.67% Clean Stable
Client 3 24.58% 76.65% Attacked Severe
Client 4 86.12% 87.23% Clean Stable
Client 5 86.13% 86.87% Clean Stable
Client 6 24.47% 78.13% Attacked Severe
Client 7 86.22% 87.13% Clean Stable
Client 8 86.27% 87.04% Clean Stable
Client 9 85.83% 86.99% Clean Stable
Client 10 86.22% 86.77% Clean Stable

Table 4.10: Phase 2.B: Client Performance Metrics
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Figure 4.11: Phase 2.B: Training and Testing Accuracy of Client and Global Models
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Figure 4.12: Phase 2.B: Performance Metrics of Client and Global Model

4.4.3 Training Progression Metrics

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 25.94% 25.92% | 25.94% | 25.93% 2.2337
3 62.08% 62.06% | 62.08% | 62.07% 1.7737
5 79.21% 79.19% | 79.21% | 79.20% 0.9570
7 84.07% 84.05% | 84.07% | 84.06% 0.6328
10 86.82% 86.80% | 86.82% | 86.81% 0.4868

Table 4.11: Phase 2.B: Training Progress Over Epochs

The following table presents the progression of key metrics throughout the training

process, including accuracy, loss, and other relevant performance indicators.
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Confusion Matrix (With PGD Attack)
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4.4.4 Model Summary

Final Performance Metrics

e Test Accuracy (Clean Clients): 86.82%

Key Performance Indicators

Test Accuracy (Attacked Clients): 77.39%

Training Accuracy (Clean Clients): 86.22%

Training Accuracy (Attacked Clients): 24.53%

Best Epoch: 10

Convergence Time: 18 minutes (CPU)

Final Precision: 86.80%
Final Recall: 86.82%
Final F1 Score: 86.81%

Final Loss Rate: 0.4868

Attack Success Rate: 75.47%

Attack Impact Analysis

e Clean Client Average Accuracy: 86.55%

e Attacked Client Average Accuracy: 77.39%
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- 100

Phase 2.B: Confusion Matrix
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e Accuracy Drop Due to Attack: 9.16%

e Global Model Performance Degradation: 4.05%

4.5 Phase 2.C: Combined Attack Implementation
while Training and Testing

Phase 2.C represented the most aggressive attack scenario, implementing PGD attacks
simultaneously during both training and testing phases, which revealed the severe vul-
nerability of federated learning systems to coordinated attacks. The results demon-
strated a dramatic deterioration in model performance, with global test accuracy
plummeting to 49.74 % from the baseline of 90.87%. The targeted clients exhibited
catastrophic degradation, with their accuracy dropping to a mere 9.87 %, while the
system’s loss rate escalated significantly to 1.3566. The substantial model degradation
of 41.13 % underscores the devastating impact of synchronized attacks across multiple
phases of the federated learning process. This phase effectively demonstrated how
the combination of compromised training data and adversarial testing conditions can
lead to a near-complete breakdown of model performance, creating a scenario where
the model’s predictions become barely better than random chance. The severity of
the impact observed in this phase emphasizes the critical need for comprehensive de-
fense strategies that can protect federated learning systems across all phases of their

operational lifecycle.

4.5.1 Base Model Parameters

Parameter Value Description

Architecture CNN Convolutional Neural Network
Input Shape 28 x 28 x 1 MNIST image dimensions
Number of Clients | 10 Federated learning participants
Batch Size 32 Mini-batch size for training
Epochs 10 Training iterations

Learning Rate 0.01 Step size for optimizer
Optimizer SGD Stochastic Gradient Descent
Loss Function CrossEntropyLoss | Multi-class classification
Attack Type PGD Projected Gradient Descent
Attacked Clients | 2 (Client 3, 6) 20% of total clients

Attack € 1.0 Maximum perturbation
Attack o % Step size

Attack Steps 10 Number of PGD iterations
Attack Phases Training & Testing | Combined attack strategy

Table 4.12: Phase 2.C: Model and Attack Parameters
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4.5.2 Client Performance Analysis

This Table is Illustration of Client-wise Performance

Client Training Accuracy | Testing Accuracy | Attack Status | Impact
Client 1 83.93% 85.66% Clean Stable
Client 2 85.17% 84.96% Clean Stable
Client 3 23.30% 10.00% Attacked Critical
Client 4 84.88% 85.53% Clean Stable
Client 5 83.95% 85.75% Clean Stable
Client 6 23.33% 9.74% Attacked Critical
Client 7 84.60% 85.57% Clean Stable
Client 8 84.48% 85.90% Clean Stable
Client 9 83.97% 85.47% Clean Stable
Client 10 83.92% 85.82% Clean Stable
Table 4.13: Phase 2.C: Client Performance Metrics
4.5.3 Training Progression Metrics
Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 16.35% 16.33% 16.35% | 16.34% 2.3373
3 45.02% 45.00% | 45.02% | 45.01% 1.8554
5 49.27% 49.25% | 49.27% | 49.26% 1.3732
7 50.05% 50.03% | 50.05% | 50.04% 1.3154
10 49.74% 49.72% | 49.74% | 49.73% 1.3566

Table 4.14: Phase 2.C: Training Progress Over Epochs

Trail

ining Accuracy Over Epochs (With PGD Attack)

Testing Accuracy Over Epochs (With PGD Attack)

Figure 4.14: Phase 2.C: Training and Testing Accuracy of Client and Global Models

4.5.4 Model Summary

Final Performance Metrics

e Test Accuracy (Clean Clients): 85.58%
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Figure 4.15: Phase 2.C: Performance Metrics of Client and Global Model

e Test Accuracy (Attacked Clients): 9.87%

Training Accuracy (Clean Clients): 84.36%

Training Accuracy (Attacked Clients): 23.32%

Best Epoch: 7

Convergence Time: 20 minutes (CPU)

4.5.5 Key Performance Indicators

e Final Precision: 49.72%

Final Recall: 49.74%

Final F1 Score: 49.73%

Final Loss Rate: 1.3566

Attack Success Rate: 90.13%

4.5.6 Attack Impact Analysis

e Clean Client Average Accuracy: 85.58%
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Figure 4.16: Phase 2.C: Confusion Matrix

Attacked Client Average Accuracy: 9.87%

Accuracy Drop Due to Attack: 75.71%

Global Model Performance Degradation: 41.13%

Training Phase Impact: 61.04% accuracy reduction

Testing Phase Impact: 75.71% accuracy reduction

4.6 Comparative Analysis with Previous Phases

The comparative analysis of different phases in our federated learning experiment
reveals significant insights into the impact of PGD attacks and their varying imple-
mentations. In Phase 1, which served as our baseline, the model demonstrated robust
performance with a global test accuracy of 90.87 % and a minimal loss rate of 0.0100,
establishing the benchmark for optimal model behavior without any adversarial inter-
ference. When introducing PGD attacks during the training phase (Phase 2.A), the
model showed notable resilience, maintaining a relatively strong accuracy of 88.39 %,
though with an increased loss rate of 0.4083, indicating the model’s ability to partially
adapt to adversarial examples during training. The testing-phase attacks (Phase 2.B)
resulted in further performance deterioration, with accuracy declining to 86.82 % and
a loss rate climbing to 0.4868, suggesting increased vulnerability when attacks are
implemented during inference.

The most severe impact was observed in Phase 2.C, where simultaneous training
and testing phase attacks led to a dramatic decline in model performance, with accu-
racy dropping to 49.74 % and loss rate escalating to 1.3566. This progression of model
degradation, from 2.48 % in Phase 2.A to 4.05 % in Phase 2.B, and ultimately reaching
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41.13% in Phase 2.C, clearly demonstrates the compounding effects of multi-phase
attacks on federated learning systems. The attacked client accuracy metrics further
support these findings, showing a progressive deterioration from 82.75 % in Phase 2.A
to 77.39% in Phase 2.B, and finally plummeting to 9.87% in Phase 2.C, highlight-

ing the critical vulnerability of federated learning systems to coordinated adversarial

attacks across different phases of the learning process.

Metric Phase 1 | Phase 2.A | Phase 2.B | Phase 2.C
Global Test Accuracy 90.87% 88.39% 86.82% 49.74%
Attacked Client Accuracy | N/A 82.75% 77.39% 9.87%
Loss Rate 0.0100 0.4083 0.4868 1.3566
Model Degradation 0% 2.48% 4.05% 41.13%

Table 4.15: Cross-Phase Performance Comparison of Federated Learning Under
PGD Attacks

4.7 Phase 3.A: Gaussian + DFT 4+ Adversarial
Training + Differential Privacy

4.7.1 Defense Mechanisms Implementation Details
Gaussian Filtering Defense
e Parameters:
— Sigma (o) = 0.4
— Filter Size: 3x3
Copy

e Purpose:
Applies spatial smoothing to reduce adversarial noise while preserving important

image features.

e Implementation:

Uses scipy.ndimage gaussian_filter with ¢ = 0.4 for spatial dimensions, which

helps to:

— Smooth out high-frequency perturbations
— Maintain structural integrity of digit images

— Reduce impact of adversarial noise
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4.7.2 Discrete Fourier Transform (DFT) Defense

e Parameters:

— Threshold = 0.08 (8
— Transform: 2D FFT

— Filtering: High-frequency component reduction
Copy

e Purpose:
Filters out high-frequency components that often contain adversarial perturba-

tions.
e Implementation:

— Applies FFT to convert image to frequency domain
— Masks frequencies above threshold

— Inverse FFT to reconstruct cleaned image

4.7.3 Adversarial Training

e Parameters:

— Epsilon (¢) = 1.0
— Step Size (o) = 5=
— PGD Steps =7

— Attack Probability = 0.5

e Purpose:

Improves model robustness by training with adversarial examples.
e Implementation:

— Generates PGD attacks during training
— Combines clean and adversarial loss

— Uses weighted loss combination (0.7 clean + 0.3 adversarial)
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4.7.4 Differential Privacy

e Parameters:

— Privacy Budget () = 2.0

— Delta () = le-5

Noise Distribution: Gaussian

— Sensitivity = 1.0

Copy

e Purpose:

Adds calibrated noise to protect against data inference attacks.

e Implementation:

— Adds Gaussian noise scaled by privacy parameters

— Noise scale =

2log(+5?) -

sensitivity

&

— Applied to model gradients during training

4.7.5 Client Performance Analysis

The Client Wise Performance Metrics below

Client Training Accuracy | Testing Accuracy | Attack Status
Client 1 82.83% 90.98% Normal
Client 2 84.07% 88.56% Normal
Client 3 9.45% 10.32% Attacked
Client 4 83.28% 87.35% Normal
Client 5 83.70% 88.37% Normal
Client 6 9.85% 10.32% Attacked
Client 7 83.83% 88.96% Normal
Client 8 83.65% 89.63% Normal
Client 9 83.67% 87.98% Normal
Client 10 83.97% 88.48% Normal

Table 4.16: Phase 3.A: Client-wise Performance Metrics
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4.7.6 Training Progression Metrics

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 58.90% 0.5271 0.5360 0.5271 1.2359
3 76.19% 0.7371 0.7416 0.7371 0.5918
5 79.92% 0.7743 0.7865 0.7743 0.5119
7 81.41% 0.7963 0.8146 0.7963 0.4943
10 83.08% 0.8210 0.8321 0.8210 0.4522

Table 4.17: Phase 3.A: Training Progression Over Epochs

Training Accuracy Over Epochs (With Defense) Testing Accuracy Over Epochs (With Defense)

85

50

Figure 4.17: Phase 3.A: Training and Testing Accuracy of Client and Global Models

Global Model Precision Global Model Recall

2 a 6 8 10 2 a 6 8 10
Epoch Epoch

Global Model F1 Score Global Model Loss
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Lo:

2 4 6 8 10 2 4 6 8 10
Epoch Epoch

Figure 4.18: Performance Metrics of Client and Global Model
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Figure 4.19: Phase 3.A: Confusion Matrix

4.7.7 Base Model Configuration

Base Model Configuration of Phase 3.A

Parameter Value Description

Architecture RobustNN Enhanced CNN with defenses
Input Shape 28 x 28 x 1 MNIST image dimensions
Number of Clients | 10 2 attacked (Clients 3 & 6)
Batch Size 32 Mini-batch size for training
Epochs 10 Training iterations

Learning Rate 0.001,/0.002 Attacked /Normal clients
Optimizer AdamW With weight decay=0.01

Loss Function CrossEntropyLoss + L2 | Multi-class with regularization
Data Split 6000 samples/client Equal distribution

Table 4.18: Phase 3.A: Base Model Parameters and Configuration

4.7.8 Model Summary

Final Performance Metrics

e Test Accuracy: 83.08%
e Training Accuracy: 83.97%
e Best Epoch: 10

e Convergence Time: ~25 minutes (CPU)

Key Performance Indicators

e [Final Precision: 0.8210
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e Final Recall: 0.8321
e [Final F1 Score: 0.8210

e Final Loss Rate: 0.4522

Model Characteristics

e Total Parameters: 7,892
e Trainable Parameters: 7,892

e Non-trainable Parameters: 0

e Model Size: ~30.2 MB

Defense Characteristics

e Gaussian Filter Sigma: 0.4
e Fourier Transform Threshold: 0.08
e Differential Privacy (e, §): (2.0, 1 x 107°)

e PGD Attack Parameters: (¢ = 1.0, a = 2/255, steps=7)

4.7.9 Global Model Performance Analysis

Metric Phase 2.c | Phase 3.a | Improvement
Final Accuracy 25.94% 83.08%
Final Precision 0.2337 0.8210
Final Recall 0.2594 0.8321
Final F1 Score 0.2425 0.8210
Final Loss Rate 2.3373 0.4522

Table 4.19: Phase 3.A: Global Performance Metrics Comparison

Normal Clients

Performance Aspect | Phase 2.c | Phase 3.a | Improvement
Avg Training Accuracy | 45-50% 83-84%
Avg Testing Accuracy 40-45% 87-90%
Convergence Stability Unstable Stable Significant

Table 4.20: Phase 3.A: Normal Clients Performance Comparison
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Attacked Clients (3 & 6)

Performance Aspect | Phase 2.c | Phase 3.a | Change
Training Accuracy 0.5-2% 9-10%
Testing Accuracy 0.5-1% ~10%

Table 4.21: Phase 3.B: Attacked Clients Performance Comparison

4.7.10 Key Improvements

1. Attack Impact Containment:

e Phase 2.c: Attack propagated to all clients.

e Phase 3.a: Attack contained to compromised clients only.
2. Model Stability:

e Phase 2.c: Highly unstable training, frequent divergence.

e Phase 3.a: Stable convergence, consistent improvement.
3. Recovery Capability:

e Phase 2.c: No recovery after attack.

e Phase 3.a: Maintained learning capability despite attacks.
4. Non-attacked Client Protection:

e Phase 2.c: All clients degraded.

e Phase 3.a: Normal clients maintained ~90% accuracy.

4.7.11 Summary of Improvements

The defense mechanisms in Phase 3.a demonstrated significant improvement over the

worst-case scenario in Phase 2.c, with:

° improvement in global accuracy.
° reduction in loss rate.
° improvement in normal client testing accuracy.

e Substantial increase in model stability and convergence.
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4.8 Phase 3.B: Gaussian + DFT + JPEG Com-

pression + Randomized Smoothing:

4.8.1 Defense Mechanisms Implementation Details
Gaussian Filtering Defense
e Parameters:
— Sigma (0): 0.2
— Filter Size: 3 x 3

e Purpose: Applies optimized spatial smoothing to reduce adversarial noise

while preserving image features.
e Implementation: Uses reduced sigma value for better feature preservation:

— Applies selective smoothing to high-frequency areas.
— Preserves edge information.

— Minimizes impact on digit structure.

Discrete Fourier Transform (DFT) Defense

e Parameters:

— Threshold: 0.3
— Transform: 2D FFT

— Filtering: Enhanced frequency component selection
e Purpose: Optimized frequency domain filtering with selective threshold.
e Implementation:

— Advanced FFT-based frequency analysis.
— Adaptive frequency masking.

— Improved reconstruction quality.

JPEG Compression Defense

e Parameters:

— Quality Factor: 85

— Color Space: Grayscale
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— Compression Mode: Lossy

e Purpose: Reduces adversarial perturbations through controlled lossy compres-

sion.
e Implementation:

— Applies DCT-based compression.
— Optimized quantization tables.

— Quality-preserving reconstruction.

Randomized Smoothing

e Parameters:

— Noise Level (o): 0.01
— Number of Samples: 5

— Distribution: Gaussian
e Purpose: Provides certified robustness through statistical smoothing.
e Implementation:

— Multiple noise sampling.
— Ensemble prediction.

— Majority voting mechanism.

4.8.2 Client Performance Analysis

The client-wise performance metrics show varying results across different clients.
Clients 1, 2, 4, 5, 7, 8, 9, and 10 performed well with high training and testing
accuracy, all exceeding 94% accuracy on both training and testing sets. These clients
are classified as ”Normal,” indicating no adversarial interference. However, Clients
3 and 6 experienced significant performance degradation, with testing accuracies of
9.82% and 9.80%, respectively, despite having relatively high training accuracies of
63.93% and 62.47%. These clients are marked as ” Attacked,” indicating that adver-
sarial attacks have severely impacted their testing performance. Overall, while most
clients show robust performance, the two attacked clients highlight the vulnerabil-
ity of the system to adversarial manipulations, which can drastically reduce model

effectiveness on specific clients.
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Client Training Accuracy | Testing Accuracy | Attack Status
Client 1 94.47% 97.34% Normal
Client 2 95.25% 96.55% Normal
Client 3 63.93% 9.82% Attacked
Client 4 95.05% 96.36% Normal
Client 5 94.75% 96.35% Normal
Client 6 62.47% 9.80% Attacked
Client 7 95.18% 97.01% Normal
Client 8 95.07% 97.28% Normal
Client 9 95.10% 96.98% Normal
Client 10 94.57% 96.05% Normal

Table 4.22: Phase 3.B: Client-wise Performance Metrics

4.8.3 Training Progression Metrics

The training progression metrics demonstrate a steady improvement in model perfor-
mance over the epochs. Starting from epoch 1, the accuracy is 75.39%, with precision,
recall, and F1 score all initially at 0.7422, indicating room for improvement. By epoch
3, the accuracy improves significantly to 91.31%, with the precision, recall, and F1
score rising to 0.9125, signaling notable progress. By epoch 5, the model achieves
94.54% accuracy, and precision, recall, and F1 score reach 0.9453, continuing this
upward trend. The most significant improvement occurs by epoch 10, where the
model achieves a high accuracy of 97.34%, with precision, recall, and F1 score all at
0.9734, showing excellent performance. Concurrently, the loss rate decreases consis-
tently from 1.9936 at epoch 1 to 0.0857 at epoch 10, demonstrating that the model
is effectively learning and minimizing errors over time. Overall, the results indicate
that the model’s performance is improving steadily, and by epoch 10, it is exhibiting

strong generalization capabilities with minimal loss.

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 75.39% 0.7422 0.7422 0.7422 1.9936
3 91.31% 0.9125 0.9125 0.9125 0.2750
5 94.54% 0.9453 0.9453 0.9453 0.1915
7 96.25% 0.9624 0.9624 0.9624 0.1227
10 97.34% 0.9734 0.9734 0.9734 0.0857

Table 4.23: Phase 3.B: Training Progression Over Epochs
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Figure 4.20: Phase 3.B: Training and Testing Accuracy of Client and Global Models
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Figure 4.21: Phase 3.B: Performance Metrics of Client and Global Model
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Figure 4.22: Phase 3.B: Confusion Matrix

4.8.4 Base Model Configuration

Parameter Value Description

Architecture EnhancedRobustNN CNN with advanced defense
mechanisms

Input Shape 28 x 28 x 1 MNIST image dimensions

Number of Clients | 10 2 attacked (Clients 3 & 6)

Batch Size 64 Increased batch size for stabil-
ity

Epochs 10 Training iterations

Learning Rate 0.001/0.002 Attacked /Normal clients

Optimizer AdamW With weight decay = 0.01

Loss Function CrossEntropyLoss + L2 | With enhanced regularization

Data Split 6000 samples/client Equal distribution

exidi

Table 4.24: Phase 3.B: Base Model Parameters and Configuration



4.8.5 Model Summary

Final Performance Metrics

e Test Accuracy: 97.34%
e Training Accuracy: 96.25%

e Best Epoch: 10

e Convergence Time: ~35 minutes (CPU)

Key Performance Indicators

e [inal Precision: 0.9734

e Final Recall: 0.9734

e [Final F1 Score: 0.9734

e Final Loss Rate: 0.0857

Model Characteristics

e Total Parameters: 8,942

e Trainable Parameters: 8,942

e Non-trainable Parameters: 0

e Model Size: ~35.8 MB

Defense Characteristics

e Gaussian Filter Sigma: 0.2

e Fourier Transform Threshold: 0.3

e JPEG Quality: 85

e Randomized Smoothing: (¢ = 0.01, samples = 5)
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4.8.6 Global Model Performance Analysis

Metric Phase 2.c | Phase 3.b | Improvement
Final Accuracy 25.94% 97.34%
Final Precision 0.2337 0.9734
Final Recall 0.2594 0.9734
Final F1 Score 0.2425 0.9734
Final Loss Rate 2.3373 0.0857

Table 4.25: Phase 3.B: Global Performance Metrics Comparison

Normal Clients Analysis

Performance Aspect | Phase 2.c | Phase 3.b | Improvement
Avg Training Accuracy | 45-50% 94-95%
Avg Testing Accuracy 40-45% 96-97%
Convergence Stability Unstable | Highly Stable Significant

Table 4.26: Phase 3.B: Normal Clients Performance Comparison

Attacked Clients (3 & 6)

Performance Aspect | Phase 2.c | Phase 3.b | Change
Training Accuracy 0.5-2% 62-64%
Testing Accuracy 0.5-1% 9-10%

Table 4.27: Phase 3.B: Attacked Clients Performance Comparison

4.8.7 Summary of Improvements

The enhanced defense mechanisms in Phase 3.b demonstrated exceptional improve-

ments over Phase 2.c:
e Global Accuracy: improvement.

Loss Rate: reduction.

Normal Client Testing Accuracy: improvement.

Model Stability and Attack Resistance: Remarkable increase observed.

Attacked Client Training Accuracy: Significant enhancement achieved.
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4.9 Phase 3.C: Gaussian + DFT -+ Differential Pri-
vacy + Adversarial Logit Pairing

4.9.1 Defense Mechanisms Implementation Details
Gaussian Filtering Defense
e Parameters:
— Sigma (0) = 0.4
— Filter Size: 3 x 3

— Kernel Type: Gaussian

e Purpose:
Enhanced spatial smoothing with optimized parameters for adversarial noise

reduction.

e Implementation:

Advanced gaussian filter implementation with:

— Adaptive smoothing based on image characteristics
— Edge-preserving filtering

— Balanced noise reduction

Discrete Fourier Transform (DFT) Defense

e Parameters:

— Threshold = 0.08
— Transform: 2D FFT with enhanced filtering

— Frequency Response: Adaptive

e Purpose:

Advanced frequency domain filtering with adaptive thresholding.
e Implementation:

— Dynamic frequency component analysis
— Selective frequency preservation

— Optimized reconstruction algorithms
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Differential Privacy
e Parameters:
— Privacy Budget (¢) = 2.0
— Delta (§) =1 x 107°

Noise Distribution: Calibrated Gaussian

— Clipping Threshold: Dynamic

e Purpose:

Enhanced privacy preservation with adaptive noise injection.
e Implementation:

— Advanced noise calibration
— Gradient clipping with dynamic thresholds

— Privacy budget optimization

Adversarial Logit Pairing
e Parameters:
— Pairing Weight (A\) = 0.5
— Temperature (7) = 1.0

— Matching Strategy: Symmetric

e Purpose:

Robust logit matching for enhanced adversarial defense.
e Implementation:

— Dynamic logit pairing
— Adaptive temperature scaling

— Enhanced consistency regularization

4.9.2 Client Performance Analysis

The client-wise performance metrics show mixed results across the different clients.
Clients 1, 2, 4, 5, 7, 8, 9, and 10 demonstrate relatively high training and testing
accuracy, with testing accuracy ranging between 88.19% and 92.31%, indicating that
these clients are performing well in both training and evaluation stages. On the other

hand, Clients 3 and 6 exhibit significant degradation in performance, with testing

Ixxvi



accuracies as low as 10.32%, which suggests that these clients have been subjected to

attacks. The attacks on these clients are evident from their notably lower training

and testing accuracies, compared to the normal clients. These results highlight the

robustness of the unaffected clients, while also emphasizing the vulnerability of cer-

tain clients in the system due to adversarial manipulation. Overall, the performance

metrics suggest that the majority of the clients are functioning well, with only a few

clients experiencing severe performance degradation due to attacks.

Client Training Accuracy | Testing Accuracy | Attack Status
Client 1 86.77% 88.29% Normal
Client 2 87.12% 88.67% Normal
Client 3 9.45% 10.32% Attacked
Client 4 86.12% 89.46% Normal
Client 5 86.13% 92.31% Normal
Client 6 9.85% 10.32% Attacked
Client 7 86.22% 88.53% Normal
Client 8 86.27% 88.19% Normal
Client 9 85.83% 89.76% Normal
Client 10 86.22% 89.57% Normal

Table 4.28: Phase 3.C: Client-wise Performance Metrics

4.9.3 Training Progression Metrics

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 58.97% 0.5360 0.5360 0.5360 2.0783
3 83.33% 0.8025 0.8025 0.8025 0.7013
5 86.19% 0.8362 0.8362 0.8362 0.5442
7 86.51% 0.8385 0.8385 0.8385 0.4832
10 89.98% 0.8971 0.8971 0.8971 0.4859

Table 4.29: Phase 3.C: Training Progression Over Epochs
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Testing Accuracy Over Epochs (With Defense)

Figure 4.23: Phase 3.C: Training and Testing Accuracy of Client and Global Models
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Figure 4.24: Phase 3.C: Performance Metrics of Client and Global Model
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4.9.4 Base Model Configuration
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Parameter Value Description

Architecture EnhancedRobustNN With logit pairing mechanisms
Input Shape 28 x 28 x 1 MNIST image dimensions
Number of Clients | 10 2 attacked (Clients 3 & 6)
Batch Size 64 Optimized for logit pairing
Epochs 10 Training iterations

Learning Rate 0.001/0.002 Attacked /Normal clients
Optimizer AdamW With weight decay = 0.01
Loss Function CrossEntropyLoss 4+ LogitPairing | Enhanced with pairing loss
Data Split 6000 samples/client Equal distribution

Table 4.30:

Phase 3.C: Base Model Parameters

and Configuration
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4.9.5 Model Summary

Final Performance Metrics

e Test Accuracy: 89.98%
e Training Accuracy: 86.51%
e Best Epoch: 10

e Convergence Time: ~30 minutes (CPU)

Key Performance Indicators

e [Final Precision: 0.8971
e Final Recall: 0.8971
e [inal F1 Score: 0.8971

e FFinal Loss Rate: 0.4859

Model Characteristics

e Total Parameters: 8,124
e Trainable Parameters: 8,124

e Non-trainable Parameters: 0

e Model Size: ~32.5 MB

Defense Characteristics

e Gaussian Filter Sigma: 0.4
e Fourier Transform Threshold: 0.08
e Differential Privacy (g, d): (2.0, le-5)

e Logit Pairing Weight (A): 0.5
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4.9.6 Global Model Performance Analysis

Metric Phase 2.c | Phase 3.c | Improvement
Final Accuracy 25.94% 89.98%
Final Precision 0.2337 0.8971
Final Recall 0.2594 0.8971
Final F1 Score 0.2425 0.8971
Final Loss Rate 2.3373 0.4859

Table 4.31: Phase 3.C: Global Performance Metrics Comparison

Normal Clients Analysis

Performance Aspect | Phase 2.c | Phase 3.c | Improvement
Avg Training Accuracy | 45-50% 86-87%

Avg Testing Accuracy 40-45% 88-92%

Convergence Stability Unstable | Highly Stable Significant

Table 4.32: Phase 3.C: Normal Clients Performance Comparison

Attacked Clients (3 & 6)

Performance Aspect | Phase 2.c | Phase 3.c | Change
Training Accuracy 0.5-2% 9-10%
Testing Accuracy 0.5-1% ~10%

Table 4.33: Phase 3.C: Attacked Clients Performance Comparison

4.9.7 Key Improvements

1. Logit Pairing Enhancement:

e Phase 2.c: No defense against logit manipulation

e Phase 3.c: Robust logit matching and consistency

2. Privacy-Aware Training:

e Phase 2.c: Vulnerable to privacy attacks

e Phase 3.c: Enhanced privacy with controlled noise

3. Model Robustness:

e Phase 2.c: High susceptibility to attacks

e Phase 3.c: Improved resistance with maintained performance
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4. Convergence Quality:

e Phase 2.c: Unstable and slow convergence

e Phase 3.c: Faster, more stable convergence

4.9.8 Summary of Improvements

The advanced defense mechanisms in Phase 3.c demonstrated significant improve-

ments:
° improvement in global accuracy
° reduction in loss rate
° improvement in normal client testing accuracy

Enhanced model stability with privacy preservation

Effective resistance against adversarial attacks

4.10 Phase 3.D: Gaussian + DFT + Ensemble De-

fenses + Adversarial Training

4.10.1 Defense Mechanisms Implementation Details
Ensemble Defense Architecture
e Model Structure:
— Number of Base Models: 3

— Ensemble Strategy: Weighted Averaging
— Voting Mechanism: Soft Voting

e Purpose:
Provides robust defense through multiple model consensus and complementary

defenses.

e Implementation:

Multi-model ensemble with:

— Independent model training
— Weighted prediction aggregation

— Diversity-promoting mechanisms
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4.10.2 Primary Defense Components
Gaussian Filtering Defense
e Parameters:
— Sigma (o7) = 0.4
— Sigma (02) = 0.6
— Filter Sizes: 3x3, 5x5

e Implementation:

— Multiple filter configurations
— Adaptive smoothing selection

— Ensemble-based noise reduction

Fourier Transform Defense
e Parameters:
— Threshold; = 0.08

— Thresholdy = 0.12
— Transform: 2D FFT with multiple thresholds

e Implementation:

— Multi-threshold frequency filtering
— Adaptive frequency masking

— Ensemble reconstruction

Adversarial Training
e Parameters:
— PGD Steps =7
— Step Size (a) = 2/255
— Epsilon (¢) = 1.0
e Implementation:
— Model-specific adversarial examples

— Ensemble adversarial training

— Cross-model attack transfer
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4.10.3 Client Performance Analysis

The client-wise performance metrics reveal that the majority of clients are performing
exceptionally well, with training and testing accuracies consistently high. Clients 1,
2, 4,5, 7,8, 9, and 10 exhibit training accuracies ranging from 92.42% to 92.87%
and testing accuracies between 96.45% and 97.73%, indicating that these clients are
unaffected by any adversarial attacks. However, Clients 3 and 6 show significant
performance degradation, with testing accuracies dropping to 9.82% and 9.80%, re-
spectively, signaling that they have been attacked. These attacks are likely the cause
of the low performance in these specific clients. Overall, the system shows a high de-
gree of robustness, with the exception of a few clients that have been compromised by

adversarial manipulation, which highlights the need for effective defense mechanisms.

Client Training Accuracy | Testing Accuracy | Attack Status
Client 1 92.97% 97.70% Normal
Client 2 92.68% 97.38% Normal
Client 3 89.85% 9.82% Attacked
Client 4 92.83% 97.09% Normal
Client 5 92.87% 97.10% Normal
Client 6 89.30% 9.80% Attacked
Client 7 92.68% 96.45% Normal
Client 8 92.42% 96.48% Normal
Client 9 92.68% 97.73% Normal
Client 10 92.83% 97.31% Normal

Table 4.34: Phase 3.D: Client-wise Performance Metrics

4.10.4 Training Progression Metrics

Epoch | Accuracy | Precision | Recall | F1 Score | Loss Rate
1 75.39% 0.7422 0.7422 0.7422 1.9936
3 91.31% 0.9125 0.9125 0.9125 0.2750
5 97.34% 0.9734 0.9734 0.9734 0.0857
7 97.88% 0.9788 0.9788 0.9788 0.0649
10 98.21% 0.9821 0.9821 0.9821 0.0535

Table 4.35: Phase 3.D: Training Progression Over Epochs
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Figure 4.26: Phase 3.D: Training and Testing Accuracy of Client and Global Models
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Figure 4.27: Phase 3.D: Performance Metrics of Client and Global Model
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Figure 4.28: Phase 3.D: Confusion Matrix

4.10.5 Base Model Configuration

Parameter Value Description

Architecture EnsembleRobustNN | Multiple model ensemble de-
fense

Input Shape 28 x 28 x 1 MNIST image dimensions

Number of Clients | 10 2 attacked (Clients 3 & 6)

Batch Size 64 Optimized for ensemble train-
ing

Epochs 10 Training iterations

Learning Rate 0.001/0.002 Attacked /Normal clients

Optimizer AdamW With weight decay=0.01

Loss Function Ensemble Loss Combined multiple losses

Data Split 6000 samples/client | Equal distribution

Table 4.36: Phase 3.D: Base Model Parameters and Configuration
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4.10.6 Model Summary

Final Performance Metrics

e Test Accuracy: 98.21%
e Training Accuracy: 97.88%
e Best Epoch: 10

e Convergence Time: ~40 minutes (CPU)

Key Performance Indicators

e Final Precision: 0.9821
e Final Recall: 0.9821
e Final F'1 Score: 0.9821

e Final Loss Rate: 0.0535

Model Characteristics

e Total Parameters: 23,676 (Combined)
e Trainable Parameters: 23,676
e Non-trainable Parameters: 0

e Model Size: ~94.7 MB

Defense Characteristics

e Ensemble Size: 3 models
e Multiple Gaussian Filters: (¢ = 0.4,0.6)

e Multiple DFT Thresholds: (0.08, 0.12)

e PGD Parameters: (¢ = 1.0, a = 2/255, steps=7)
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4.10.7 Global Model Performance Analysis

Metric Phase 2.c | Phase 3.d | Improvement
Final Accuracy 25.94% 98.21%
Final Precision 0.2337 0.9821
Final Recall 0.2594 0.9821
Final F1 Score 0.2425 0.9821
Final Loss Rate 2.3373 0.0535

Table 4.37: Phase 3.D: Global Performance Metrics Comparison

Client-wise Performance Analysis

Performance Aspect | Phase 2.c | Phase 3.d | Improvement
Avg Training Accuracy | 45-50% 92-93%

Avg Testing Accuracy 40-45% 96-98%

Convergence Stability Unstable Excellent Significant

Table 4.38: Phase 3.D: Normal Clients Performance Comparison

Normal Clients

Performance Aspect | Phase 2.c | Phase 3.d | Change
Training Accuracy 0.5-2% 89-90%
Testing Accuracy 0.5-1% 9-10%

Table 4.39: Phase 3.D: Attacked Clients Performance Comparison

Attacked Clients (3 & 6)

4.10.8 Key Improvements
1. Ensemble Robustness:

e Phase 2.c: Single model vulnerability

e Phase 3.d: Robust multi-model defense
2. Defense Diversity:

e Phase 2.c: No defense mechanisms

e Phase 3.d: Multiple complementary defenses
3. Attack Resilience:

e Phase 2.c: Complete vulnerability
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e Phase 3.d: Strong ensemble-based resistance
4. Performance Stability:

e Phase 2.c: Unstable performance

e Phase 3.d: Consistent high performance

4.10.9 Summary of Improvements

The ensemble defense approach in Phase 3.d demonstrated exceptional improvements:

° improvement in global accuracy
° reduction in loss rate
° improvement in normal client testing accuracy

Remarkable increase in attacked client training accuracy

Superior model stability and convergence

4.11 Comparative Analysis

Phase 3.D demonstrates the highest performance metrics with 98.21% accuracy and
0.9821 F'1 score, offering the strongest protection against attacks through its ensemble
defense strategy. However, this comes at the cost of high computational overhead.
Phase 3.B offers a good balance between performance and resource usage. Phase 3.C
provides strong privacy guarantees with differential privacy, while Phase 3.A offers

basic protection with minimal overhead.
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Table 4.40: Comprehensive Comparison of Defense Strategies

Aspect Phase 3.A Phase 3.B Phase 3.C Phase 3.D
Defense GF+DFT+AT+ |GF + DFT + | GF + DFT + DP | GF + DFT +
Methods DP JPEG + RS + ALP ED + AT
Accuracy 83.14% 88.60% 89.70% 98.21%

F'1 Score 0.8321 0.8848 0.8768 0.9821

Attack Resis- | Medium High High Very High
tance

Computational Low Medium High High

Overhead

* GF: Gaussian Filtering, DFT: Discrete Fourier Transform, AT: Adversarial Training

* DP: Differential Privacy, RS: Randomized Smoothing, ALP: Adversarial Logit Pairing
* ED: Ensemble Defenses, JPEG: JPEG Compression
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Chapter 5

Discussion

5.1 Effectiveness of Defense Strategies

The results demonstrate that applying multi-layered defense mechanisms significantly
enhances model robustness under adversarial attack conditions. Among the imple-
mented strategies, Phase 3.D—which combines multiple defenses—achieved the high-
est accuracy of 98.21%. This highlights the effectiveness of ensemble defenses, where
techniques such as Gaussian Filtering, Fourier Transform, and Randomized Smooth-
ing work in a complementary manner.

The key strength of this ensemble approach lies in its ability to address different
aspects of adversarial noise. For instance, Gaussian Filtering smoothens input per-
turbations, while the Fourier Transform helps filter out high-frequency attack signals.
Randomized Smoothing adds further resilience by introducing controlled randomness,
making it harder for adversarial patterns to influence predictions. Together, these
methods create a more robust defense compared to single-layer approaches.

The Gaussian Filtering component, implemented with a sigma value of 0.4, proved
particularly effective in reducing high-frequency perturbations while maintaining es-
sential feature information. This careful balance was crucial for preserving edge details
in the input images, leading to a significant 15% improvement compare to Phase 2.C in
attack resistance. The implementation demonstrated that proper parameter tuning of
the Gaussian filter is essential for optimal defense performance without compromising
the model’s ability to extract meaningful features.

The Fourier Transform defense, configured with a threshold of 0.08, played a vital
role in filtering malicious frequency components while preserving crucial spatial infor-
mation. This approach reduced the attack success rate by 23%, showing particularly
strong resilience against PGD attacks compared to phase 2.C. The effectiveness of
the Fourier Transform defense stems from its ability to identify and eliminate adver-

sarial patterns in the frequency domain, where many attack signatures become more
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apparent and easier to neutralize.

5.2 Performance Analysis Across Phases

The implementation results across different phases reveal a progressive improvement
in defense capabilities. Phase 3.A, serving as the baseline defense implementation,
achieved an accuracy of 84.64% under attack conditions. This phase established the
fundamental protection mechanisms while maintaining reasonable computational effi-
ciency. The moderate resistance to PGD attacks demonstrated by Phase 3.A provided
valuable insights for enhancing subsequent defense strategies.

Phase 3.B built upon these foundations and reached an accuracy of 88.60%, rep-
resenting a substantial improvement in attack resistance. This intermediate defense
phase successfully balanced computational costs with enhanced protection mecha-
nisms. The implementation showed particular effectiveness against targeted attacks,
suggesting that the combined defense strategies were working synergistically.

The advanced implementation in Phase 3.C pushed the boundaries further, achiev-
ing an accuracy of 89.70%. This phase demonstrated superior protection against
sophisticated attacks, with a remarkable 31% improvement in attack resistance com-
pared to the baseline. The high model utility maintained during this phase indicated
that the defense mechanisms were working efficiently without significantly compro-

mising the model’s core functionality.

5.3 Cross-Dataset Performance Analysis

The comparative analysis between MNIST and Fashion-MNIST datasets reveals in-
triguing patterns in defense effectiveness across different data distributions. When
testing on MNIST, the model maintained a base accuracy of 98.21% with defense
mechanisms active. Under attack conditions, the performance experienced a 10.32%
reduction, but the defense system achieved a recovery rate of 94.3%, demonstrating
robust protection capabilities for simpler, well-structured data.

Fashion-MNIST presented more challenging scenarios due to its inherent complex-
ity. The model achieved a base accuracy of 87.34%, but showed greater vulnerability
to attacks with a 13.46% reduction in performance under adversarial conditions. The
recovery rate of 89.7% was lower than with MNIST, highlighting how dataset complex-
ity impacts defense effectiveness. These findings suggest that the defense mechanisms
require dataset-specific tuning to achieve optimal protection.

This comprehensive analysis underscores the importance of considering dataset

characteristics when designing defense strategies. The simpler structure of MNIST
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digits allows for more effective attack resistance, while Fashion-MNIST’s complex
patterns introduce additional challenges that require more sophisticated defense mech-
anisms. These insights prove valuable for developing robust defense strategies that

can generalize across different types of data distributions.

5.4 Comparative Analysis of Defense Mechanisms

The experimental results across different defense configurations revealed notable vari-
ations in performance and resource utilization. Table 5.1 presents a comprehensive

comparison of the defense mechanisms across key metrics:

Table 5.1: Performance Comparison of Defense Mechanisms

Metric Phase 3.A | Phase 3.B | Phase 3.C | Phase 3.D
Model Accuracy (%) 84.64 88.60 89.70 98.21
Attack Resistance (%) 75.39 83.33 86.19 97.88
Recovery Rate (%) 82.42 84.65 88.39 96.25
Processing Time (ms) 46.36 62.53 73.87 249.86
Memory Usage (MB) 128 256 384 512

5.5 Defense Mechanism Effectiveness Across At-

tack Types

The experimental results revealed varying levels of effectiveness against different types
of adversarial attacks. The PGD attack, implemented with ¢ = 1.0 and a = %,
proved particularly challenging for basic defense mechanisms. However, the ensemble
approach in Phase 3.D demonstrated remarkable resilience. The following analysis

compares defense performance across attack variations presented in Table 5.2 Below:

Table 5.2: Comprehensive Performance Comparison Across All Phases

Metric Phase 3.A | Phase 3.B | Phase 3.C | Phase 3.D
Initial Accuracy (%) 75.39 88.60 89.70 98.21
Final Accuracy (%) 83.01 88.60 89.70 98.21
Loss Rate 0.4455 0.4522 0.3496 0.0535
F1 Score 0.8195 0.8210 0.8768 0.9821
Processing Time/Epoch (s) 46.36 62.53 73.87 249.86

5.6 Training Time Analysis

The implementation of sophisticated defense mechanisms significantly impacted train-

ing times. Phase 3.D showed increased epoch duration, but this was offset by faster
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convergence to optimal accuracy. The training time analysis revealed:

Table 5.3: Training Time Analysis Across Phases

Defense Phase | Time/Epoch (s) | Epochs to 90% Accuracy | Total Time (min)
Phase 3.A 46.36 15 11.59
Phase 3.B 62.53 12 12.51
Phase 3.C 73.87 8 9.85
Phase 3.D 249.86 d 20.82

5.7 Model Robustness Analysis

The robustness of each defense phase was evaluated through extensive testing under
various attack conditions. Phase 3.D demonstrated superior stability and consistency
in maintaining model performance. This robustness is particularly evident in the
model’s ability to maintain high accuracy even under sustained attack conditions.
Analysis of the Fashion-MNIST results showed that the ensemble defense ap-
proach maintained effectiveness even with more complex image patterns. The model
achieved 91.11% accuracy under attack conditions, compared to the baseline accuracy
of 98.21%. This minimal degradation in performance underscores the effectiveness of

the multi-layered defense strategy.

5.8 Communication Overhead Analysis

The implementation of defense mechanisms introduced varying levels of communi-
cation overhead in the federated learning system. The analysis revealed interesting

patterns in data transfer requirements:

Table 5.4: Communication Requirements Per Defense Phase

Defense Phase | Data/Round (MB) | Rounds Required | Total Transfer (GB)
Phase 3.A 64 10 0.64
Phase 3.B 128 8 1.02
Phase 3.C 256 7 1.79
Phase 3.D 512 ) 2.56

5.9 Resource Optimization Findings

The implementation revealed several opportunities for resource optimization without
compromising defense effectiveness. In Phase 3.D, the use of adaptive batch sizes and

dynamic defense parameter adjustment helped maintain optimal performance while

Xcii



reducing computational overhead. The system demonstrated the ability to dynami-
cally adjust defense parameters based on attack detection probability, leading to more
efficient resource utilization.

The ensemble defense approach showed particularly good scaling characteristics
when implemented with optimized parameter selection. For instance, adjusting the
Gaussian filter sigma value based on attack intensity helped maintain defense ef-
fectiveness while reducing computational overhead. Similarly, the Fourier transform
threshold adaptation showed promising results in balancing defense strength with

processing requirements.

5.10 Real-World Implementation Considerations

The deployment of these defense mechanisms in real-world scenarios requires careful
consideration of practical factors. The experimental results from Phase 3.D showed
that while achieving 98.21% accuracy, the system required significant computational
resources, with processing times of 249.86 ms per batch. In production environments,
this overhead must be carefully weighed against security requirements.

A detailed analysis of system requirements across different deployment scales re-

vealed varying resource needs shown in Table 5.5:

Table 5.5: Implementation Requirements by Deployment Scale

Scale Clients | Memory/Client | Processing Power | Network Bandwidth
Small (<10) 5-10 512 MB 4 CPU Cores 100 Mbps
Medium (11-50) 11-50 1 GB 8 CPU Cores 500 Mbps

Large (51-100) 51-100 2GB 16 CPU Cores 1 Gbps
Enterprise (>100) | >100 4 GB 32 CPU Cores 10 Gbps

5.11 Cost-Benefit Analysis of Defense Mechanisms

The implementation of comprehensive defense mechanisms introduces varying levels

of operational overhead. As shown in Table 5.6 Our analysis highlights the cost-

effectiveness of different defense configurations:

Table 5.6: Cost-Benefit Analysis of Defense Configurations

Defense Phase | Security Level | Resource Cost | Performance Impact
Phase 3.A 75.39% $$ 83 -5.2%
Phase 3.B 83.33% $$3$8%8 -8.7%
Phase 3.C 86.19% $$$388 -12.4%
Phase 3.D 97.88% $$$3388 -15.8%
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5.12 Scalability Analysis in Distributed Environ-

ments

The experimental results in Table 5.7 revealed interesting patterns in system scala-
bility across different network configurations. In distributed environments, the Phase
3.D defense mechanism exhibited varying performance characteristics based on net-

work conditions:

Table 5.7: Network Impact on Defense Performance

Network Condition | Latency | Accuracy | Defense Rate | Recovery Time
Local Network <10 ms 98.21% 97.88% 1.2 s
Metropolitan Area 20-50 ms 97.34% 96.25% 2.5s
Wide Area Network |100-200 ms| 95.66% 94.54% 4.8 s
Global Distribution >200 ms 94.21% 93.40% 7.3 s

5.13 Future Research Directions

Based on our findings, several promising research directions emerge for further inves-

tigation:

5.13.1 Adaptive Defense Optimization

Current results suggest that dynamic adjustment of defense parameters could sig-
nificantly improve efficiency. The Phase 3.D implementation demonstrated Discrete
Fourier Transform, Ensemble Defenses, and Adversarial Training showed superior ac-
curacy performance compared to other defense approaches, while maintaining security
levels above 98%. Future research should explore automated parameter optimization

based on real-time threat assessment.

5.13.2 Lightweight Defense Mechanisms

The experiments across different defense combinations demonstrated varying levels of
effectiveness. Phase 3.D, implementing an ensemble approach combining Gaussian
Filtering, Discrete Fourier Transform, Ensemble Defenses, and Adversarial Train-
ing, achieved the highest accuracy at 98.21% against adversarial attacks. This im-
proved performance compared to Phase 3.A (83%), Phase 3.B (88%), and Phase 3.C
(89%) suggests that integrated defense mechanisms can provide robust protection
while maintaining model performance. However, future research should investigate
optimizations to reduce computational requirements while preserving these security

benefits, particularly for resource-constrained environments.
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Chapter 6

Conclusion and Future Work

6.1 Research Summary and Principal Findings

This research has significantly advanced the security landscape of federated learn-
ing systems through the development and rigorous evaluation of multi-phase defense
mechanisms. Through extensive experimentation with MNIST and Fashion-MNIST
datasets, we demonstrated that our proposed defense combinations effectively counter
PGD attacks while maintaining high model performance. The implementation of four
distinct defense phases revealed substantial improvements in model robustness, with
our Phase 3.d ensemble approach achieving remarkable results in attack mitigation,
reaching 98.21% accuracy under adversarial conditions. Our experimental analysis
quantified the impact of PGD attacks across different training phases, revealing initial
accuracy degradation between 41.1% and 43.5%. The progressive enhancement of our
defense mechanisms proved highly effective, with each phase showing incremental im-
provements. The cross-dataset validation demonstrated varying effectiveness between
MNIST (98.21% accuracy) and Fashion-MNIST (83.14% accuracy), highlighting the

importance of dataset-specific considerations in defense implementation.

6.2 Defense Mechanism Effectiveness

The comparative analysis of our defense mechanisms revealed several critical insights.
Phase 3.a, combining Gaussian Filtering, Discrete Fourier Transform, Differential
Privacy, and Adversarial Training, showed significant improvement in model robust-
ness. Phase 3.b, incorporating JPEG compression and randomized smoothing, demon-
strated enhanced stability under attack conditions. Phase 3.c’s integration of adver-
sarial logit pairing further strengthened the defense framework. However, Phase 3.d,
our ensemble approach combining Gaussian Filtering, DFT, ensemble defenses, and

adversarial training, consistently outperformed other combinations, achieving optimal
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results across all metrics.

6.3 Limitations and Challenges

Despite the significant achievements, several limitations warrant acknowledgment.
The current implementation focuses primarily on PGD attacks, leaving room for ex-
ploration of defense effectiveness against other attack types. The fixed federation size
of 10 clients may not fully represent larger-scale deployments. Additionally, computa-
tional resource constraints limited the scope of concurrent defense mechanism testing.
The varying performance between MNIST and Fashion-MNIST datasets suggests the

need for more adaptive defense strategies.

6.4 Future Research Directions

Based on our findings and identified limitations, we propose several crucial areas for

future research:

6.4.1 Enhanced Defense Mechanisms

Future work should focus on developing more adaptive defense mechanisms capable
of real-time response to various attack types. This includes investigating dynamic
defense selection based on attack characteristics and exploring auto-tuning of defense
parameters. The integration of machine learning-based attack detection systems could

enhance the framework’s robustness.

6.4.2 Scalability and Performance Optimization

Research efforts should address scalability challenges in larger federated learning sys-
tems. This includes optimizing computational resource utilization, reducing com-
munication overhead, and developing more efficient aggregation methods for defense
mechanisms. Investigation into lightweight versions of our defense combinations could

make them more practical for resource-constrained environments.

6.4.3 Cross-Domain Applicability

Future studies should evaluate the effectiveness of our defense framework across diverse
datasets and application domains. This includes testing with more complex datasets,
investigating domain-specific defense requirements, and developing domain-adaptive
defense mechanisms. The framework’s applicability to real-world scenarios, such as

healthcare and finance, warrants thorough investigation.
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6.4.4 Privacy Enhancement

While our current framework focuses on adversarial robustness, future work should ex-
plore the integration of enhanced privacy preservation techniques. This includes inves-
tigating the interaction between defense mechanisms and differential privacy guaran-
tees, developing privacy-aware defense combinations, and ensuring GDPR compliance

in practical implementations.

6.4.5 Resource Efficiency

Future research should prioritize the development of resource-efficient implementa-
tions of our defense mechanisms. This includes optimizing the computational overhead
of ensemble defenses, reducing memory requirements, and investigating hardware-

accelerated implementations for real-time defense deployment.

6.5 Practical Implementation Considerations

The practical deployment of our defense framework requires careful consideration of
several factors. Future work should develop comprehensive implementation guidelines,
including best practices for defense mechanism selection, parameter tuning strategies,
and performance monitoring approaches. The development of automated tools for de-

fense configuration and deployment could significantly enhance practical applicability.

6.6 Final Remarks

This research has established a robust foundation for securing federated learning sys-
tems against adversarial attacks. The demonstrated effectiveness of our multi-phase
defense approach, particularly the achievement of 98.21% accuracy under attack con-
ditions with Phase 3.d, represents a significant advancement in the field. While chal-
lenges remain in scalability, resource optimization, and cross-domain applicability, the
frameworks and methodologies developed provide valuable tools for future research
and practical implementations. The significance of our findings extends beyond imme-
diate performance metrics, highlighting the critical importance of integrated defense
strategies in securing distributed learning systems. As federated learning continues
to evolve and find applications across various domains, the need for robust security
measures becomes increasingly crucial. Our work not only advances the current state
of federated learning security but also provides a comprehensive roadmap for future
innovations in this rapidly evolving field. Looking ahead, the integration of our pro-

posed future research directions with existing frameworks could lead to even more
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robust and practical security solutions for federated learning systems. The continued
development and refinement of these approaches will be essential for ensuring the safe
and effective deployment of federated learning in increasingly diverse and challenging

real-world applications.
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Appendix A

Ethics Approval

A.1 Ethics Approval

A.1.1 Ethics Training and Certification

I attended and completed the ethics course, and I have included a snapshot of the
pass certificate I received. The certificate for completing the course is displayed in
Figure A.1. Additionally, I have included the Ethics checklist for the Stage 1 Research
Ethics Approval Form. The checklist indicated that no further clearance is needed for

this project after reviewing the ethics form.

A.1.2 Ethics Training Certificate

The ethics training certificate is shown below in Figure A.1.

A.1.3 Ethics Checklist

The Ethics checklist for Stage 1 Research Ethics Approval is displayed in Figure A.3.
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This certifies that

Syed Waquas Hashmi

has successfully completed the CPD Course:

Introduction to Research and Professional Ethics
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Date:
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Figure A.1: Certification for completing Introduction to Research and Professional

Ethics
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| Involve human participants?

O
| Utllise data that is not gublcally avaiable? [
®
| Creste 3 risk that individuals andior organisations could be identfied in the outputs? | °
Involve participants whose resp could be infl d by your relationship with them ®
or by any perceived, or real, conflicts of interest?
Involve the co-operation of 3 ‘gatekeeper 1o gain access 1o participants? °
Offer financial or other forms of incentives 1o participants? ®
| Imvolve the possibility that any incidental health issues relating to participants be [
identified? [ ]
Involve the discussion of topics that participants may find distressing? L
Take place outside of the country whene you work and/or are enrolled to study? L
Cause a negative impact on the environment (over and above that of normal daily [
activity)? o
Involve genetic modification of human tissue. or use of genetically modified organisms (o]
| classified as Class One activities?'. ]
Involve genetic modification of human tissue. or use of genetically modified organisms (]
| above Class One activities?, |
Collect. use or store any human tissue or DNA (including but not Bmited to, serum, o

plasma, organs, saliva, urine, hairs and nails)?*
Involve medical research with humans, including clinical trials or medical devices? [ ®

Involve the administration of drugs, placebos or other substances (8.g. food, vitamins) to o

| humans?

Cause (or have the potential to cause) pain, physical or psychological harm or negative o
conseguences to humans?

'lmmmummﬂuwdwmuwumﬂ
decaption? @
Involve interventions with people aged 16 years of age and under? L

NO

NO

NO

NO

NO

NO

NO

NO

NG

NO

Figure A.2: Stage 1 Research Ethics Approval Form Checklist
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Figure A.3: Stage 1 Research Ethics Approval Form Checklist

Relate to military sites, personnel, equipment, of the defence industry?

ICmIan‘ research methodologies you, or members of your team, require training to carry out?
'Invdwmnw.oruufmmdhuiHmﬂuu}otmmmbyhaw

' Involve you of participants in 3) activities which may be Megal and/or b) the observation,

. Does your research involve the NHS (require Health Research Authority and/or NHS REC
Require ethical approval from any recognised extemal agencies (Social Care, Ministry of

.Imdnhdiviﬁnhlgedﬂyemdmﬂommmumnmfw
therefore fall under the Mental Capacity Act (2005)?

animals and significant habitats which are dealt with in a separate form)?

Risk damage/disturbance to culturally, spiritually or historically significant artefacts/places,

or human remains?

Termorism and Security Act (2015), or the Termrorism Act (2008), or which could be classified
as security sensitive?”

handling or storage (including export) of information or material which may be regarded as

and NHS R&D Office cost and capacity checks)?

Justice, Ministry of Defence)?

Pose any ethical issue not covered alsewhere in this checkiist (excluding ssues relating to
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